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Abstract

In response to increasing demand for high-performance I/O in virtualized infrastructures, a
variety of virtualization-aware network devices have been developed over the last years.
However, due to the lack of a standard hardware or software interface for integrating these
into a virtualized system and exposing their capability set to an application running inside a
virtual machine, it is a challenge for today’s cloud computing infrastructure providers to take
advantage of high-performance network devices. Existing approaches tie the virtual machine
to a particular hardware interface which significantly limits the dynamic and flexible nature
of virtual machines in the cloud. This research investigates an 1/O architecture which allows
advantage to be taken of a variety of network devices by assigning them as “network
acceleration engines” (NAEs) to the virtual machine. The main benefit of the proposed
design is that the virtual machine remains decoupled from the underlying real network
device. We analyse the design and implementation of today’s hardware and system
software interfaces and our work reveals challenges for using those efficiently and flexibly
on a virtualized system. As a result, we propose enhancements to both hardware and
software interfaces in order to provide a high-performance I/O path which can be deployed
in dynamic, large-scale environments like cloud computing infrastructures. We implement
this NAE framework for three different network devices from two different vendors and
results of our initial prototype demonstrate that we can efficiently provide a common,

vendor-independent virtual network interface on top of a variety of network hardware.
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1. Introduction

1.1. Problem Statement

Over the last years virtualization has become commodity and as a result platform developers
are trying to build systems that are better suited to running virtualized workloads. Major
architectures like x86 and ARM have been enhanced to provide better virtualization support.
In parallel to this, system design is moving towards more specialized (but modular) hardware
components and one can find various hardware “accelerators” on most of today’s current
platforms. This can, for example, be in the form of specialized cores or graphics processing
units (GPUs), but also can be found recent generations of intelligent 1/O devices that might
have their own processing engine and which, in some cases, have been enhanced for
running in a virtualized environment.

For cloud computing infrastructure providers it is important to have a platform that is easily
manageable and can be run at low cost and at large scale, so it is common to choose
commodity hardware with little specialization. However, as competition in the market is
fierce, performance will play a bigger role in the future and infrastructure providers need to
take advantage of hardware acceleration in their virtualized infrastructure to differentiate
their offerings. This is particularly significant as High-Performance Computing (HPC)
applications are moving into the cloud as well (Kimball 2012).

One of the most important areas in virtualized infrastructures supporting cloud computing
environments is the underlying networking and a critical part of this is network I/O
virtualization. Network 1/O devices have evolved significantly to better support system
virtualization. For example, there are fully self-virtualizing network controllers, some using a

standard low-level hardware interface (for example PCl SR-IOV compliant devices?) and

1 PClI Single-Root I/0 Virtualization (SR-IOV) is an extension to the PCl standard and enables a PCI
device to provide multiple “virtual” PCI devices to the host. We explain PCl and PCI SR-IOV in detail in
later sections.



some using proprietary APls, like (LeVasseur, et al. 2008). There are other technologies like
HP’s Virtual Connect running, for example, Broadcom or Emulex network chipsets and
aiming at providing network resource partitioning support to virtualized platforms. And we
are seeing programmable network adapters which are based on FPGAs? that can be used for
more powerful network processing on endpoints, as for example proposed in (Wun and
Crowley 2006).

With all these different technologies and little standardization between them in this space,
infrastructure providers have difficulties deploying them in the automated fashion necessary
when operating at large scale. Furthermore, it is not clear which technology is best suited for
deployment given any specific workload. Also, there are no common management stacks for
different hardware-based network accelerators.

In order to address these problems, we set out to analyse the network 1/O path of virtualized
systems. As part of this we identify problems and limitations of network 1/O architectures
one can find on current systems. In particular, we focus on the software/hardware interface
involved in network 1/O processing. Following such an evaluation we propose the
development of a new network |/O architecture to better take advantage of today’s
hardware accelerators. We investigate a secure and efficient network I/O path design that
satisfies the requirements of a cloud computing infrastructure provider: it needs to be
manageable at a large scale and support an automated, dynamic deployment scenario in
virtual machine environments.

Rather than take the traditional approach and expose a full hardware device interface
directly to a guest operating system, our solution proposes the use of the advanced
capabilities offered by modern I/O devices as so-called “network acceleration engines”

(NAEs). Instead of “blindly” handing over a device to a virtual machine, the idea is to be able

2 Field-programmable gate arrays (FPGAs) are highly customizable integrated circuits that can be
programmed by a user after manufacturing. They can be shipped at significantly lower volume and at
significantly lower cost than a dedicated ASIC and can be re-configured with any logical function a
user can think of implementing with the logic blocks provided by the FPGA.



to be more selective about what hardware resources to make accessible and in what way to
make them accessible to a virtual machine. In this architecture the NAE capabilities are
controlled by the privileged virtualization layer and their hardware APls are not directly
exposed to applications running within virtual machines. This makes it easier to migrate
applications across different hardware platforms and virtual machines do not need to be
aware of the specifics of the hardware accelerators available on the platform. As part of this
work we propose a “network acceleration engine API” that enables the control of a variety
of network hardware accelerators and exposes their capability set to applications running
inside virtual machines. This allows a common management software stack that is vendor-

independent and covers a wide range of network 1/0 devices.

1.2. Solution Summary

Our architecture explores new ways of taking advantage of hardware acceleration for
network I/O on virtualized systems. Traditional, early 1/O virtualization architectures did not
incorporate hardware acceleration at all. Instead, they virtualized in software by emulating
I/0 devices. Such an architecture, as we demonstrate later, introduces significant processing
overhead into the virtualized platform. That performance impact is unacceptable for many
of today’s applications which would like to move into virtualization-based environments.
Therefore better hardware integration is a must for the next generation of virtualized cloud
computing infrastructures. Current approaches which try to integrate intelligent network 1/0
devices, like multi-queue NICs?, PCl SR-IOV adapters or network FPGAs, expose vendor-
specific hardware interfaces to the virtual machine which wants to take advantage of the
device. In such a design the virtual machine is tied to a particular real device and needs to

run a specific driver for that device. This so-called direct device assignment introduces

3 A multi-queue NIC is a network card that can provide multiple, simultaneously running transmit and
receive queues in hardware. Using those queues the network card can handle multiple packet
streams simultaneously and the host processor can, for example, assign individual processor cores to
each queue. Such a design enables highly parallel network packet stream processing.
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serious challenges for infrastructure providers. Exposing vendor-specific hardware interfaces
directly to virtual machines is undesirable in a large-scale environment for various reasons.
The biggest issue in this context is certainly portability. Large-scale cloud computing
infrastructures typically run across a huge set of heterogeneous platforms where the
underlying hardware is not necessarily identical. Therefore, if virtual machines are migrated
between platforms, they have to be able to run across a different set of hardware resources,
and, in particular, network I/O devices. This is only possible, if the virtual machine is not tied
to a particular, device-specific hardware interface.
In this context, it is the goal of this work to investigate the “ideal” I/O architecture for
virtualized systems taking into account the limitations of previous approaches as mentioned
above. We want to provide improved performance compared to purely software-based I/0
approaches while offering more portability and flexibility than direct device assignment
approaches. In our solution we suggest to not use a vendor-specific API to access virtualized
hardware resources and instead we propose a new, secure interface for accessing and
managing “network acceleration engines” (NAEs) which achieves high I/O performance for
virtual machines. The NAE API has the following characteristics:
e Itisvendor-independent and works across a wide set of network I/0 devices
e [t is modular, so that over time new features can be added and so that vendors can
still implement their value-add feature allowing differentiation from other network
I/O devices
e It defines reasonable generalized features, providing common data structures across
different device types
e It covers typical networking capabilities like TCP/UDP processing offloading,
hardware-accelerated VLAN tagging, rate control, multicast and broadcast handling,

packet switching and packet rewriting

11



e It is architecture-independent, so it can, for example, be used on powerful x86-

based servers or workstations, but also on ARM-based mobile platforms
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Figure 1 Overall System Architecture

Figure 1 shows the overall high-level design of the Network Acceleration Engine framework.
On the virtualized system the NAE API is split into two main parts. One part sits in the
privileged driver domain (in the figure called Network Control Domain), and one part sits in
the unprivileged virtual machine (called user virtual machine) wanting to access the network
I/0 device. This “split” virtual I/O device architecture is very commonly used in today’s
virtualized systems as it allows some form of control of the virtual I/O device from the
privileged driver domain. Typically, the unprivileged user virtual machine issues I/O requests
that are then checked by the privileged network control domain before being passed to
hardware. There is also a more direct path between the user virtual machine and the

hardware network 1/O device, as shown for user virtual machine A in the figure above.

12



Despite being a direct path not involving the network control domain on data transfer, this
virtual 1/0O path is still controlled by the network control domain. For example, the network
control domain handles its set-up and ensures that its main properties cannot be changed by
the unprivileged user virtual machine.

One of the key design ideas of the proposed virtualized system design is to clearly separate
the data path and the control path for network 1/O: the NAE API explicitly categorizes
functions into control path functions and data path functions. We found this separation of
information flow is a key to a clear and efficient design giving the following important
advantages:

e It makes it easier to unify device access across different device types and define the
minimal common data structures that are required to be implemented across
different vendors.

e Control operations and data transfer operations have very different characteristics
and service requirements and separating them out makes it easier to provide the
best design and implementation for both of them.

e It allows having a software-based or hardware-based virtual data path (VDP) and
potentially switching between those at runtime.

The proposed architecture allows the application running inside the virtual machine to
directly access the (virtualized) data path of the network I/O device. Ideally, one always
wants to provide a hardware-accelerated VDP to the user virtual machine. Such a
configuration is shown for user virtual machine B in Figure 1 and for the remaining sections
of this thesis we focus on how to achieve that. However, our design makes it also possible to
run a software-based VDP emulated in the network control domain (as shown for user
virtual machine A in Figure 1). This might be required if we run more user virtual machines
than we can provide dedicated hardware-based VDPs for. In such a scenario, we can load-

balance user virtual machines across a limited number of hardware-accelerated VDPs while
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remaining user virtual machines can still use the network through a software-based VDP
(which potentially runs at reduced performance). Our generalized, vendor-independent
interface allows to efficiently use network resources in such a dynamic and flexible
configuration. This is crucial for cloud computing infrastructures and one of the major
differentiators of our solution.

Through the NAE API network 1/O devices can safely be shared between multiple virtual
machines as each virtual machine gets its own virtual network 1/0 device with its own virtual
control path and its virtual data paths. The configuration of the virtualized data path is
managed via the virtual control path from the user virtual machine. However, it is strictly
controlled by the privileged part of the NAE API sitting in the network control domain. This
ensures that virtual machines cannot control hardware resources they have not been
granted access to. For each real device used as hardware-based network 1/O accelerator,
there exists vendor-specific code implementing access to the device’s low-level control
functions. Typically, vendor-specific code is only required for device hardware initialization
and teardown. Furthermore, there might be device features that need additional, more
complex logic that cannot be feasibly implemented on the device itself and therefore has to
be implemented by vendor-specific control software. This code sits underneath the NAE
Network Control Domain API and is invisible to higher-level code. In Figure 1 this code is

pictured under the NAE vendor-specific control code (VCC) API.

1.3. Contributions

In this section we aim to give a brief summary of the major contributions of this thesis. We
separate them into high-level achievements and more low-level technical contributions. The
high-level statements explain how and why we think that our work influences and advances
the current state-of-the-art of virtualization technologies used in data centres backing up

large-scale cloud computing infrastructures. Those aspects also show how our work can be
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used and what benefits it will give to cloud computing infrastructure providers. The more

low-level technical contributions of our work consist of newly developed methodologies that

are unique and differentiate our work from any prior art in this research area.

The high-level contributions:

We analyse the network I/O path of a virtualized system and identify limitations of
network 1/0O architectures found on current platforms. In particular, we analyse the
hardware design of today’s 1/O devices and how their implementation fits the
deployment on virtualized systems.

We propose the development of a new secure and efficient I/O architecture that
satisfies the requirements of virtualized cloud computing infrastructure: it needs to
be manageable at a large scale and support an automated, dynamic deployment
across a heterogeneous set of hardware platforms. This I/O architecture enables
unprecedented VM mobility and portability while maintaining high-performance
network 1/0.

We design a virtualized data path with a more generalized virtual 1I/O interface
exposed to VMs. Such an 1/O interface enables novel ways of load-balancing
platform resources backing up the virtualized data path. That way we can switch
between a hardware-based and software-based virtual 1/O path, transparently to
the VM, enabling significantly better resource management opportunities for cloud

infrastructure providers.

The low-level, technical contributions:

We develop the principle of separating information flow into “control” and “data”
parts and use this principle consequently across the whole system architecture,
spanning across all software-based and hardware-based components involved on
the network 1I/O path. Many technical benefits result from this strict separation

principle.
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We define a very simple but efficient virtual data path interface consisting of a small
set of data structures and functions that can be feasibly implemented by hardware
and by software. For this we investigated a minimal set of data structures and
functions an efficient I/O path needs to provide in order to transfer data from virtual
machines to the network, and vice versa. This furthermore has to advantage that
resources backing up the virtual data path can be switched easily — between
hardware-based and software-based resources, and also between different physical
machines (simplifying virtual machine migration).

We investigate the implementation of current network 1/O devices and show their
limitations when using them in a virtualized system where their resources are to be
shared between multiple virtual machines concurrently. We prove that some
devices lack sufficient isolation of hardware-based resources and therefore do not

enable secure sharing of a single I/O device between multiple virtual machines.
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2. Background

2.1. Virtualization and I/0 Virtualization

System virtualization has been a hot topic in both academic and industrial research over the
last years. System virtualization allows running multiple, potentially different operating
systems on a single platform. System virtualization creates one or more so-called virtual
machines (VMs). Virtual machines look like individual, complete real platforms to a user.
Virtual machines consist of virtual resources. For example, they have virtual CPUs, virtual
memory, virtual network cards, virtual storage devices, virtual GPUs, and so on. Virtual
resources can be backed up by real hardware or they can be completely “virtual” which
means that they are software-based, emulated devices. They can also be created as a
mixture of the two. For example, a platform can have just a single CPU, but it can be
virtualized into two virtual CPUs which share the real CPU. Those virtual CPUs are then
multiplexed by software onto the real CPU.

Within each virtual machine the user can run their own operating system with its own set of
applications. Virtual machines are isolated from each other in that applications running in
one virtual machine cannot normally access resources from other virtual machines. Isolation
properties of virtual machine solutions vary significantly and some solutions provide
stronger isolation than others. Virtualization solutions introduce a new component into the
system: the so-called hypervisor or virtual machine monitor (we use these terms
interchangeable for the rest of the thesis). The hypervisor runs at a higher privilege on the
platform than any operating system or application. Therefore the hypervisor is the most
important component on the platform controlling virtual machine resources and real

hardware backing up those resources. It has full control over any resource and it can apply
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access restrictions on resources that shall be made accessible to virtual machines. Figure 2

pictures a basic virtualized platform and its main components.

Virtual Machine Virtual Machine Virtual Machine Virtual Machine
Hypervisor
Hardware
Network I/O Device CPU Memory GPU

Figure 2 Basic Virtualized Platform Architecture

Virtualization introduces significant overhead into a system (for example, to run multiple
operating systems concurrently and to multiplex shared hardware resources between two or
more virtual machines) and in order to address this limitation platform developers started to
introduce hardware-based assists on the platform to enhance performance. In this context,
CPU and memory virtualization assists came onto the market first. While CPU and memory
virtualization have been researched extensively right from the beginning and performance
improvements have been made through early hardware-based assists, 1/0 path virtualization
and 1/0 device virtualization has only recently caught the interest of the industry (Chen and
Bozman 2009) (Rubens 2010) and the research community. Various performance
evaluations and real-world use cases, as described in later sections, show that the I/O path
has developed to be the bottleneck of a highly utilized virtualized platform.

I/0 virtualization takes care of getting data into and out of virtual machines. This can, for
example, be storage 1/0, network I/0, graphics I/0, mouse and keyboard 1/0, and so on.
Different I/O devices often use different ways to virtualize I/0. This is mainly because those
devices have different characteristics and requirements, and the |/O virtualization
mechanism needs to be well suited to the actual device and the service it provides to the

virtual machine. The work presented in this thesis focuses on optimizing network I/O
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virtualization. Cloud infrastructures are highly networked environments and typically most
services require network connections to other virtual machines hosted in the same cloud
infrastructure or even on the Internet. The software architecture of today’s highly
distributed cloud services often even requires networking between internal service
components. For example, the front-end web server might access its underlying database
through a network connection. In summary, networking between virtual machines
represents one of the most critical and fundamental building blocks of cloud infrastructures.
It needs to be secure and efficient. This means that performance should ideally be as close
to performance of a native, non-virtualized system as possible. Otherwise applications might
not function anymore when running across a virtualized infrastructure, for example, because
they have been designed to only run over low-latency network connections. The other
reason for an efficient solution is that quite often service providers are bound to run their
infrastructure conforming to certain service level agreements (SLAs) meaning a certain
performance level needs to be achieved constantly. Security is important, because cloud
infrastructures are by design multi-tenant networks and it must be ensured that network
traffic between different, potentially competing, parties is sufficiently isolated. Furthermore,
the design of a network 1/O virtualization solution needs to take into account that virtual
machines are highly mobile and dynamic components. For example, their (virtualized)
resources can be adjusted on-the-fly and their location within the infrastructure can change
frequently. As a more concrete example, a virtual machine might, at run-time, request
additional virtual network cards attached to different (virtual) networks. This means its
network identity changes whilst the virtual machine is online. On the other hand a virtual
machine can migrate to a different physical location meaning its own network identity
remains the same, but it might have to re-discover peers around it. The virtual machine’s
network stack and the underlying virtual I/O architecture need to handle these types of

events.
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I/O virtualization approaches can be divided into software-based 1/O virtualization and
hardware-based /O virtualization. In software-based 1/O virtualization, a software
component handles passing data into and out of the virtual machine. That software
component usually runs in the so-called driver domain or host operating system (we use
those terms interchangeable from now on during this thesis). The driver domain is a
privileged virtual machine running on top of the hypervisor and has some form of privileged
access to system hardware or other attached devices in order to initialize and configure
them. Every virtualized platform has a driver domain in some form, even if it might be called
differently for various virtualization technologies. We use the term driver domain in this

thesis for all of these privileged virtual machines owning real hardware.

2.2. NetworkI/0 Virtualization

2.2.1. Software-based, Emulated I/0 Devices

In some virtualization solutions a software component in the driver domain emulates a real
I/O device. This technique of 1/O virtualization, so-called device emulation and best
described in (Sugerman, Venkitachalam and Lim 2001), has been the first and initially most
popular solution to provide virtual I/O capabilities to virtual machines. It is also used when
sharing a single real device between multiple virtual machines — in that case there typically
needs to be an additional software-based multiplexing component that distributes 1/0
between the real device and its attached virtual devices*. Device emulation is used in most
of today’s virtualization solutions. For example, it is used in Oracle’s VM VirtualBox (Oracle

n.d.) and all VMware products (VMware Inc. n.d.). Linux’s kernel-based system virtualization

4 For network 1/0 this software-based multiplexing component is usually a so-called virtual switch or
virtual bridge. It has multiple virtual ports to which the real device and all virtual devices are
connected. Virtual switch concepts are described in more detail in (VMware Inc. 2007), (Tseng, et al.
2011) and (Pfaff, et al. 2009). A virtual switch can provide a variety of packet processing services and
many advanced virtual switch implementations are available on the market today. Virtualization
solution vendors can significantly differentiate their product with smart and efficient packet
processing functions.
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(KVM) hypervisor (Kivity, et al. 2007) and the QEMU open-source machine emulator and
virtualizer (Bellard 2005) also implement a device emulation layer. In this context, the QEMU
machine emulator can be enhanced with kernel-based virtualization acceleration through
KVM. In that case KVM takes care of virtualizing CPU, memory and interrupts of real devices
while QEMU takes care of emulating virtual 1/O devices. Here the standard configuration can
emulate a well-known Intel e1000 network interface card (NIC) which is then attached to a
virtual machine. The virtual machine then loads the standard Intel e1000 device driver as if it
was running on a real e1000 NIC. The virtual machine does not know that it runs on an
emulated device rather than real hardware meaning it communicates with the emulated
device as it would communicate with hardware. This, and also the fact that everything is
processed in software on the main CPU, makes emulation a very expensive and inefficient
I/0 virtualization technology. On the other hand, this approach allows using existing drivers
which have been developed for the real hardware-based device in the virtual machine.
Mainstream operating systems, like Windows and Linux, already include a large set of device
drivers by default and when emulating a real device, as described above, those public device
drivers can immediately be used without any modification. Therefore, this approach allows
to easily migrate legacy operating systems into virtual machine instantiations. Most
virtualization solutions emulate well-known and well-distributed network devices. That
means many existing operating systems by default provide drivers for those. Apart from this,
architecturally, emulated devices enable virtual machine migration: they do not tie a virtual
machine to a particular real device, but instead they just tie them to a software model of a
device which can be moved relatively easily to any other platform. The main component that
has to be migrated in this approach is the state of the emulated network card plus open
network connections. The state of the network card is available completely in software and
therefore reasonably easy to capture and re-instantiate on the target platform. Open

network connections are maintained by the operating system and will be migrated in the
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same way that other operating system state is migrated. This type of purely software-based
virtual machine migration is implemented in most virtualization solutions, like for example
(Inc., VMware vMotion n.d.), and has already been studied extensively with regard to
performance and cost (Voorsluys, et al. 2009) (Nelson, Lim and Hutchins 2005), portability
(AMD 2007) and service availability (Travostino, et al. 2006) (Bradford, et al. 2007). Next to
KVM/QEMU, the most well-known virtualization solution using software-based emulation is
VMware with their VMware Workstation (Inc., VMware Workstation 2012) and Server (Inc.,
VMware vSphere 2012) products. VMware has been the pioneer of bringing software-based
system virtualization to a large consumer and business market. However, various studies,
like (Mei, et al. 2010) and (Nakajima and Stekloff 2006), show that device emulation is not
suitable for applications requiring high-performance 1/0 and strong isolation between virtual
resources. Emulation puts a high CPU load on the driver domain as all 1/0O requests need to
be processed in software. Running the emulated device also always requires a context
switch to the driver domain when 1/O requests need to be processed. Frequent context
switches like this are expensive. There are further issues with current device emulation as
noted in (Nakajima and Stekloff 2006). For example, multiple concurrently running emulated
devices are not sufficiently isolated when running as user processes in the same driver
domain. Furthermore, it is difficult to account I/O resource utilization of shared real devices
to individual emulated devices. Due to all these issues VMware and most other virtualization
solution vendors have all enhanced their products with hardware-based virtualization assists

(VMware Inc. 2009) and with a recent software-based approach called para-virtualization.

2.2.2. Para-virtualized I/0 Devices

Para-virtualization tackles the issue of low I/O performance that emulated devices struggle
with. In an architecture based on so-called para-virtualized I/0, the virtual machine runs a
para-virtualized device driver (also called the frontend interface) which is not under the
illusion of communicating with real hardware, but instead it is designed to know about and
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understand the underlying virtualization layer on which the virtual machine runs. By
knowing about it, the device driver can use more efficient mechanisms to communicate with
the virtualized device. Para-virtualization has been introduced initially for the Xen hypervisor
(Barham, et al. 2003) that originally just provided para-virtualized device drivers for block 1/0
and network 1/0, but then over time added para-virtualization support for other system
components and I/O devices. On top of that, other virtualization layers introduced para-
virtualization in various aspects of the system, for example (Magenheimer, et al. 2008),
(Dowty and Sugerman 2009) and (Youseff, et al. 2006). A para-virtualized device driver
running in a virtual machine communicates with a backend interface sitting in the driver
domain. In order to ensure good I/0 performance, the para-virtualized device driver and the
backend interface use advanced memory sharing and event notification mechanism
provided by the virtualization layer. These efficient inter-domain communication
mechanisms are hypervisor-specific and define, to a large extent, the performance of para-

virtualized 1/0.
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Figure 3 Para-virtualized 1/0 model

The use of para-virtualized 1/O devices can significantly improve performance for virtual
machines; however, the deployment of para-virtualization comes at a significant cost. The

biggest drawback of para-virtualization is that the virtual machine operating system has to
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be modified explicitly to run on a particular hypervisor. Main operating system data
structures need to be made aware of the para-virtualized infrastructure. Furthermore, para-
virtualized drivers for Xen do not work on Linux KVM or any VMware products, and vice
versa. Every hypervisor needs its own set of para-virtualized drivers. This can potentially be a
large number of drivers, because a full-blown operating system needs drivers for network
I/0, storage 1/0, consoles, graphics I/O and so on. Those para-virtualized drivers need to be
developed for each individual operating system that is supposed to run inside virtual
machines. Overall, porting effort for operating systems and device drivers to work in a
virtualized environment based on para-virtualization is significant. Therefore, many of
today’s modern hypervisors do not require the whole operating system to be para-
virtualized any more. Instead, it is possible to run a vanilla operating system kernel inside a
virtual machine (details on this approach will be explained in the following section). On top
of this it is possible to run optional para-virtualized device drivers to enable improved I/0
performance for certain devices. This type of hybrid virtualization seems to have found a lot
of support in the industry as it provides a reasonable compromise for real-world
deployments.

In (Russell, virtio: towards a de-facto standard for virtual 1/O devices 2008) Rusty Russell
from IBM introduces the so-called virtio I/O virtualization framework. virtio was originally
developed in 2008 for Linux KVM and Iguest, an open-source Linux virtualization solution
(ozlabs.org n.d.). virtio implements a standardized virtual I/O bus between a para-virtualized
device driver (the frontend) running inside the virtual machine and the backend running
inside the driver domain. The virtio architecture follows a layered approach implementing a
transport protocol® and a set of I/O device drivers which can be loaded on the virtual 1/0 bus
on top of the chosen transport protocol. This includes a network driver (virtio-net), a block

device driver (virtio-blk) and a console device driver (virtio-console). The idea of the

5 At the moment virtio only supports a single transport protocol on the virtual I/O bus, which is PCl,
but a memory-mapped I/O transport for non-PCl architectures like ARM is being developed as well.
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standardized virtual I/O bus is that anyone can reasonably quickly develop a device driver
virtualizing an 1/0O device and give a virtual machine access to it. The backend can use a real
device to process requests (for example, a network card) or it can pass requests to a
software-based emulation layer that virtualizes an 1/O device (for example, QEMU
implements various virtio backend interfaces). That way, various other virtio device drivers
have been proposed and partly implemented. For example, a SCSI driver (virtio-scsi), a serial
console driver (virtio-serial) and many others. Internally, virtio implements transferring of
data buffers between the frontend and the backend by using ring buffers residing in memory
regions that are shared between the virtual machine and the driver domain. These are the
so-called virtqueues and their implementation is hypervisor-specific. Frontend and backend
can both place data buffers into the virtqueues and signal to the other end that new data is
ready to be processed. Event signaling like this is transport-specific. As an example, the
backend can signal the arrival of new data to the frontend by injecting an interrupt into the
virtual machine while the frontend indicates new data to the backend by writing a particular
register of the associated virtual I/0 device. A virtio specification has been drafted and gives
more details on its operation and implementation in (Russell, Virtio PCI Card Specification
v0.9.4 DRAFT 2012).

There have been various performance studies indicating that virtio I/O devices achieve
better I//O performance than software-based emulated I/O devices. We will do our own
evaluation as part of this thesis in later sections. As virtio is one of the most popular
standards in 1/0O virtualization, it is worth comparing a prototype implementation of our I/O
architecture against it.

virtio is a great approach that signals a move away from doing I/O virtualization by
emulating real hardware devices in software which is seriously inefficient. As virtualization
becomes more and more commodity, it makes sense to develop I/O bus infrastructures that

are designed purely for the usage on virtualized platforms. One limitation of virtio is that it
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cannot integrate with hardware-based I/O acceleration, if there are real devices on the
platform that can offer such features. This is a restriction we want to overcome when
designing our proposed NAE architecture.

Para-virtualization can significantly improve the I/O path between a virtual device running in
the virtual machine and its, typically software-based, backend component running in the
driver domain. As briefly explained before, this can be done through improved memory
sharing and event notification mechanism between the driver domain and the virtual
machine. However, it does not cover the full 1/O data path. The full I/O data path further
includes a connection between the backend component in the driver domain and the real
device that is involved in I/O processing. This bit of the 1/O path is not at all covered by para-
virtualization approaches and therefore still presents a challenge. I/O still needs to be
multiplexed in software, so that a single real device can potentially serve multiple backend
components. A backend component of a para-virtualized device driver can be significantly
more efficient than an emulated device component. However, running a software-based
backend component still introduces non-negligible processing overhead in the driver domain.
Therefore, overall, para-virtualized 1/O cannot reach the performance numbers of direct I/0

techniques. We present related performance studies in the following sections.

2.2.3. Hardware-assisted I/0 Virtualization

System virtualization introduces a significant processing overhead slowing down applications
running inside virtual machines. But still, promises of reduced costs and increased flexibility
for computer users made system virtualization become a mainstream technology. With
these prospects, vendors have started adding support for virtualization to various parts of
the platform and to I/O devices. Mainstream hardware-based virtualization started with CPU
extensions as introduced for x86, described in (AMD Virtualization n.d.) and (Intel
Virtualization Technology (Intel VT) n.d.), and ARM, described in (Virtualization Extensions
n.d.), which makes it significantly easier to run a hypervisor underneath an unmodified guest
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operating system. It makes it possible to more easily “trap” into the hypervisor when the
virtual machine makes an attempt to access privileged resources. A hypervisor trap is a
hardware-based mechanism to intercept privileged instructions executed whilst running in
unprivileged mode as used by virtual machines. In this case, when a virtual machine
attempts to execute such a “trapped” instruction, the hardware automatically routes
execution to pre-defined trap exception handlers controlled by the hypervisor. Within the
exception handler the hypervisor can then handle the trapped instruction, for example, it
can run code emulating the instruction. When it has finished processing the trapped
instruction, control is given back to the virtual machine. For both ARM and x86, hardware-
assisted CPU virtualization works by introducing an additional, privileged CPU mode. That
mode is used to run the hypervisor at a higher privilege level while operating system and
applications run at their usual privilege levels, for example, system mode and user mode.
Using this approach operating systems and applications do not need to be modified to run
above a hypervisor. In fact, they are unaware that they are running on a hypervisor-based
platform. This type of virtualization solution is also called full-virtualization.

Platform vendors furthermore introduced support for virtualization in their platform 1/O
memory management units (MMUs), like for example (Abramson, et al. 2006), (Advanced
Micro Devices, Inc. 2009) and (Goodacre 2010). This simplifies allowing safe and controlled
direct 1/0 access from virtual machines to hardware resources on the I/0 bus. The /O MMU
takes care of address translation when a virtual machine accesses an I/0 device directly. This
approach allows running an unmodified operating system in a virtual machine which has
direct access to 1/O devices. The I/O0 MMU furthermore enforces access control, so that
virtual machines can only access I/O device regions that they are allowed to access, and 1/0
devices can only access system memory regions they have been granted access to. When a

virtual machine has direct access to the full real 1/O device interface, we call this I/O
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virtualization mechanism direct device assignment or direct I/0 or also pass-through 1/0. In
the following parts of this thesis, we use these terms interchangeably.

With 1/0 MMU virtualization in place it is reasonably straightforward to directly assign
devices to a virtual machine and allow a direct I/O path between the virtual machine and the
device. However, with traditional 1/O devices this means a single device can only be used by
a single virtual machine. If a network interface card has multiple physical ports, then these
could be assigned to different virtual machines. However, that is still not enough as we
typically run many more virtual machines on one physical machine than we have network
interface card ports. So-called self-virtualizing 1/0O devices have been developed to overcome
this issue. These provide virtualization assists implemented in silicon and can provide
multiple virtual device interfaces to the platform. Various forms of self-virtualizing devices
exist. Some just provide some form of partitioning of hardware resources that can be
individually assigned to virtual machines, like (Chinni and Hiremane, Virtual Machine Device
Queues 2007), which can multiplex network packets into separate hardware-based packet
queues which can then be directly handed to a virtual machine. The advantage of this,
compared to software-based approaches, is that there is no intermediate data copy to the
driver domain. Others provide a more PCl-like, but still proprietary, virtual device interface
to the virtual machine, like for example (LeVasseur, et al. 2008). With more and more
vendors showing interest in developing virtualization-aware devices, a unified
standardization effort started and was reasonably quickly supported by all major industry

players. It is explained in the following section.

2.2.4. Introducing PCI Single-Root I/0 Virtualization

A big move forward in standardizing I/O virtualization came with a series of specifications by
the PCI Special Interest Group (SIG). PCI stands for Peripheral Component Interconnect and
is probably the most popular I/0O bus used by x86-based platforms. Devices on the PCI bus
are directly addressable by the processor. The first PCl specification (now called
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Conventional PCl) and the second-generation PCI-X standard have later been replaced by the
PCI 3.0 specification introducing the PCle (also called PCI Express) standard. PCl is used as a
motherboard-level interconnect. Many onboard or plug-in I/O devices in servers, laptops
and workstations use PCl. PCI devices consist of one of more device functions with each
having their own so-called configuration space. Each function can be identified by a 8-bit PCI
bus ID, a 5-bit device ID and a 3-bit function ID. PCI devices are mapped into 1/O port and
memory-mapped address spaces dynamically when the platform boots. System software
(BIOS, hypervisor or operating system) programs the device with address mappings by
writing into specific registers of their device configuration space. This mechanism enables a
reasonably dynamic system initialization where devices on the PCl bus can be mapped into
system memory depending on overall resource utilization.

As PCl is such an important, widespread interconnect, technology advances in the PCI I/O
bus specification have a significant impact on industry trends and future directions. When
the PCI SIG introduced a new standard in the space of 1/O virtualization, technology in this
area could advance significantly as most, if not all, hardware and software vendors started
building support around the same specification.

The PCI 1/O Virtualization (I0V) specifications consist of a new PCl Address Translation
Service (ATS), PCI Single-Root IOV (SR-IOV) and Multi-Root IOV (MR-I0V). Most significantly
ATS and SR-10V, as described in (PCI-SIG n.d.), define a standardized way of providing
multiple PCl virtual functions (VFs) on top of a PCl physical function (PF). A virtual function is
typically a lightweight version of a physical function, but it has its own PCl configuration
space in hardware and its own PCl device functions and hardware resources which are
independent of the physical function and isolated from other virtual functions on the same
hardware. The PCl SR-IOV specification covers how virtual functions are discovered on the
PCl bus, so that they seamlessly integrate into existing PCl bus hierarchies. PCl SR-IOV

requires support from the hypervisor and the driver domain operating system in order to
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initialize the virtual functions. Most major network interface card vendors developed and
sell PCl SR-IOV capable devices for both 1 Gigabit Ethernet and 10 Gigabit Ethernet. For
example, Intel’s 82576 and 82599 Ethernet controllers, Solarflare’s Solarstorm device,
Mellanox’s ConnectX-2 controller and Qlogic’s 3200 Series were the first devices available
on the market. All mainstream hypervisors and operating systems also support PCI SR-I0OV by
now. Performance evaluations, for example (Worley 2010), (Liu, Evaluating standard-based
self-virtualizing devices: A performance study on 10 GbE NICs with SR-IOV support 2010) and
(Dong, Yang, et al. 2009), show that virtual I/O using PCI SR-I0V devices can potentially reach
performance numbers close to those achieved by direct hardware access on a non-
virtualized system. We describe some further evaluations in the following sections
elaborating why direct 1/0 access using PCI SR-IOV from virtual machines is “only” close to

native 1/O performance measured on non-virtualized systems, and not the same.
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PCI IOV is a big step towards standardizing hardware-based 1/O virtualization. Obviously PCI
IOV only covers virtualization of PCl-based 1/O devices and does not deal with virtualization
of other I/O bus infrastructures. Furthermore, PCI IOV does not cover the integration of the

self-virtualizing device into the bigger system, for example, it does not specify the
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hardware/software interface sufficiently to allow hypervisor-independent and OS-
independent standards. It does not specify how virtual device interfaces should be
integrated into system software, where they are configured and how they are assigned to
virtual machines. PCI 10V is typically used in pass-through 1/0 mode where a particular PCl
function (physical or virtual) is dedicated completely to a virtual machine. The virtual
machine has full control over that hardware-based PCl resource. As explained previously, in
such a pass-through 1/0 configuration, a device-specific interface is exposed directly to the
virtual machine which introduces hardware-dependencies for applications running inside the
virtual machine and makes virtual machine migration incredibly difficult. Even though PCl is
a common, vendor-independent interface, its abstraction level is too low to make it practical
for a generic hardware/software interface used in virtual machine environments. The PCI
function does not directly interface with the operating system. Instead, each device vendor
needs to supply a software-based, device-specific driver to control and operate the PCI
function. These device drivers are typically complex and provide a large part of the actual
functionality of the device. In today’s platform architecture, the device driver represents the
vendor-specific, device-specific hardware/software interface. In closed, commercial
operating systems this interface is proprietary and even undocumented for the public. The
driver then implements a vendor-independent, device-independent software interface to
the operating system, so that applications running in the operating system can take
advantage of the device without knowing details of the hardware implementation and its
interface to the driver. Here it is clear that PCl itself does not truly provide a vendor-
independent and device-independent interface that can be used to expose I/O devices to
virtual machines in a generic way. As a result, any solution that virtualizes purely at the PCI
level, like PCI IOV, cannot be easily used on its own as an |/O virtualization approach.

Therefore PCI IOV in its current form is not practical for dynamic, large-scale environments.
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2.3. Study of Previous Work in Directly Relevant Areas

The research presented in this thesis is trying to address issues in various areas of network
I/0 virtualization. At first we want to improve network I/O performance for virtual machines.
Then, we want to better integrate powerful network hardware into the virtualized platform,
so that it is easier to take advantage of their sophisticated capabilities. Finally, we want to do
all this while maintaining mobility and dynamic management properties of traditional virtual
machine environments. Previous work exists in all these areas and we study the most
relevant below. We analyse existing approaches and outline their individual benefits and
shortcomings. This review will lead to a definition of requirements and potential mechanism

for designing our new Network Acceleration Engine framework.

2.3.1. Improving Network I/0 Performance

Various mechanisms for providing high-performance 1I/O to virtual machines have been
subject to academic research initiatives, but also various industry solutions. Research around
software-based 1/O virtualization mainly focuses on providing faster data transfer to and
from virtual machines, for example by reducing the number of data copy operations. In
(zhang, et al. 2010) the field of I/0O virtualization and existing approaches for optimizing I/0
performance are described and analyzed. The authors recognize the limitations of current
hardware-based 1/0 virtualization mechanisms which directly expose the hardware interface
to the virtual machine. Direct access interfaces like this make virtual machine migration very
difficult. The paper also evaluates common performance optimizations for software-based
I/0 approaches and proposes additional enhancements on the virtualized 1/0 path. The main
source of overhead they identify is the memory copy operation when moving data from the
driver domain to virtual machines and vice versa. It is also considered that hardware needs
to be integrated more efficiently to achieve better I/O performance, and in this context a

new virtual device driver interface is proposed which reduces I/O access instructions issued
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from the virtual machine and avoids unnecessary trapping into the hypervisor code and
context switches due to device interrupts. The study addresses individual critical
performance problems that are specific to a particular virtualization layer. For our goal of
enabling high-performance 1/O in a very dynamic and mobile environment, it lacks the
context of a broader solution that looks at the challenges of presenting a virtualized
hardware interface to the virtual machine in order to enable virtual machine migration and
automated configuration of network capabilities as required in dynamic, large-scale cloud
computing infrastructures. Individual techniques specific to a particular virtualization layer
as presented in this paper are not sufficient to fully support the requirements of
infrastructures we target with our work.

In (Huang and Baldine 2012) the authors look at 10 Gigabit network devices implementing
PCl SR-IOV support as well as other network processing offloading functions, like TCP
Segmentation Offload (TSO) or Large Receive Offload (LRO). Offload capabilities like this are
used to move parts of the operating system’s network stack processing to hardware. The
study compares KVM with direct device assignment of a PCl SR-IOV device to container-
based virtualization using a software-based bridged network connection and KVM using a
software-based bridged network. They furthermore compare all approaches to a native,
non-virtualized Linux environment. Such a comparison analyzes the I/O path while taking
into account different types of virtualization. The authors show that offloading capabilities
like TSO and LRO can significantly improve performance by reducing load on the main CPU.
During bandwidth tests they discover that direct assignment of a PCI SR-IOV device in KVM
does not perform as well as a non-virtualized Linux environment with the same device. The
performance drop results from KVM’s approach to interrupt virtualization causing a
significant number of context switches to the hypervisor on the 1/O data path in order to

handle interrupts from the real device.
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Other work, most recently (Abel, et al. 2012), recognizes this problem as well. In the work
described in their paper the authors design and implement an I/O architecture where
interrupt delivery is implemented in a way that the hypervisor is circumvented, if the target
virtual machine for the interrupt is also the one currently running on a particular CPU. Their
so-called ELI architecture achieves 1/O performance superior to previous pass-through I/0
technologies. These evaluations underline the importance of a design supporting
virtualization in all subsystems involved in 1/O access. The authors argue for architectural
support from the underlying platform. They outline that hardware-based interrupt
virtualization support is not yet fully optimized on x86-based platforms, even though their
system has virtualization support in CPU, MMU and I/O MMU. Currently, it seems as if
interrupt virtualization is the biggest problem area for 1/0 virtualization which has only very
recently (this year, 2012) caught the eyes of researchers and developers. In this context ELI
shows some very promising results and a first step in the right direction. The design of the
Network Acceleration Engine architecture should build on ideas like ELI and look deeper into
how interrupts can be handled in a more efficient way.

In (Santos, Janakiraman, et al. 2007) the authors show the performance drop of Xen’s para-
virtualized network device drivers compared to natively running, non-virtualized device
drivers running on Linux where CPU saturation prevents Xen-based systems achieving line
rate on a 10 Gigabit link. Their work proposes several optimizations to improve network I/0
performance for Xen, mainly focusing on the receive data path as that is where a more
significant bottleneck is identified. Again, the main source of overhead they identify is the
copy of the packet buffer from Xen’s driver domain to the destination virtual machine and
this is what their optimizations target. The first optimization moves the copy operation from
the driver domain into the virtual machine which improves CPU cache performance and
eliminates the driver domain as the bottleneck when serving multiple virtual machines. It

also improves accountability for resource management. Furthermore in (Santos,
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Janakiraman, et al. 2007) the authors describe the enhancement of the receive I/0O path with
support for multi-queue network interface cards. With these devices, packets are
multiplexed in hardware and placed into individual, hardware-based queues which are
assigned to virtual machines. That way the NIC places packet buffers directly into virtual
machine memory which avoids the expensive memory copy in the driver domain. The third
optimization they propose is a memory mapping caching mechanism allowing the recycling
of memory buffers in the virtual machine without having to constantly map and unmap
memory buffers for packet reception. On top of these enhancements on the receive 1/0 path,
the authors describe further modifications to both backend and frontend network drivers
within the driver domain and virtual machine. Their approach significantly reduces CPU
overhead and parts of their work have been proposed to be implemented in the Xen
hypervisor under the codename “Netchannel2”. Netchannel2 is very specific to how Xen
handles 1I/O transfers between virtual machines and their approach cannot easily be
transferred to other hypervisors. Multi-queue NICs are well suited to improving network
performance in virtualized systems and the authors incorporate them in Netchannel2
without exposing vendor-specific details to the virtual machine which seems a very suitable
approach potentially supporting future work on enabling virtual machine migration on a
multi-queue device. However, their work is only applicable to Intel-based multi-queue NICs
that are VMDg-capable (Chinni and Hiremane, Virtual Machine Device Queues 2007). Ideally,
we would want to present a more generic framework which allows the inclusion of all sorts
of 1/0 devices which are capable of exposing individual packet queues to virtual machines
directly.

The same authors present similar work on improving Xen network 1/O virtualization
performance in (Santos, Turner, et al. 2008). Here they analyze the different network 1/0
virtualization approaches Xen provides and underline the benefit of keeping a driver domain

on the data path rather than allowing direct 1/O access from a user virtual machine to the
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real hardware. The paper analyzes the performance of the direct 1/O access mechanism in
Xen which introduces a 31% overhead compared to non-virtualized Linux due to changes in
the para-virtualized Linux DMA interface. The authors then look into Xen’s para-virtualized
device driver interface and here network 1/O performance significantly drops due to data
copy and packet processing overhead in the driver domain. Another significant source of
overhead is Xen’s inter-domain memory sharing mechanism which requires expensive
hypervisor intervention on the data path. The authors propose similar optimizations as
already explained in (Santos, Janakiraman, et al. 2007), but on top of this, they underline the
importance of decoupling driver domains that are responsible for /O processing from other
driver domains on the same platform. As the driver domain which takes care of network
packet processing significantly adds to the performance overhead of the virtualized 1/0 path,
it needs to be a stripped-down OS with a kernel optimized for network packet processing
rather than a general purpose OS kernel. This includes optimizing interrupt processing for
network interface cards as well as packet filtering functions carried out in the driver domain.
These findings underline how important it is to implement the right system design to realize
optimal 1I/O processing. Various components involved in the I/O data path need to be
optimized for 1/O processing. Other research, for example (Fraser, et al. 2004), (Le, et al.
2009), (Levasseur, et al. 2004), (Anderson, Moffie and Dalton 2007) and (Swift, Bershad and
Levy 2003), states the importance of isolating device drivers into their own virtual machines
running purpose-built minimal OS kernels. The authors continue their work on Xen network
I/0 virtualization in (Ram, et al. 2009) where they propose several further enhancements to
increase network throughput of virtual machines to full 10 Gb/s line rates. Once again, in
this paper, the authors focus on implementation optimizations specific to Xen. In particular,
they enhance the para-virtualized driver interfaces and these improvements cannot be easily

applied to other hypervisor solutions.
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Various research efforts recognized the poor performance of software-based device
virtualization and the security and reliability issues of approaches directly assigning 1/0
devices to virtual machines. In (Xia, Lange and Dinda 2008) the authors propose an
intermediate solution which allows the virtual machine to mostly interact with the real
device directly while preventing it from programming the device illegally. The authors claim
that their solution provides performance close to directly assigned I/O devices. The “Virtual
Passthrough 1/0” (VPIO) technology described has been developed with the requirements of
running an unmodified guest operating system and allowing secure and efficient I/O access
from a virtual machine. The authors aim to support I/O devices which do not have any sort
of virtualization support in hardware. VPIO works by creating a software model of the real
device which is maintained in the hypervisor. This model is driven by guest/device
interactions (here in particular 1/O port read/write operations) which trap into the
hypervisor where a so-called “device model manager” (DMM) runs which verifies 1/O
requests from the virtual machine and modifies the related software device model
accordingly. The DMM decides whether a virtual machine is allowed to carry out a certain
I/0O operation on a real device and it also context-switches a real device between multiple,
concurrently active software models. That way this approach provides safe, concurrent
access to 1/0 devices for virtual machines. Every virtual device assigned to a virtual machine
has its own software device model. The DMM furthermore controls DMA operations by
intercepting the initialization and setup process of DMA transfers. That way it can verify and
potentially block DMA requests if the associated DMA addresses are not accessible by or
permitted for the virtual machine. In this context the DMM takes care of address translation
as the virtual machine uses virtual memory addresses while the real device operates on
physical memory addresses. In this work the authors use AMD’s CPU virtualization
extensions to intercept 1/O port reads and writes from the virtual machine. These so-called

VM Exits are expensive operations which limit the performance and scalability of this
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approach. Therefore the authors try to limit 1/O port interceptions as much as possible. For
example, some |/O port reads do not need to be directly intercepted and instead the DMM
can read from real device registers to recognize changes that need to be applied to the
software model. In this paper the authors move a step in the right direction by asking
vendors to supply a simple, inexpensive software device model for their device. This would
greatly simplify the virtualization of the I/O path. It would help to operate a variety of
devices through a software-based API which does not need to know exact details of device
internals. ldeally, software models of different devices should have a comment set of
interfaces, so that all devices can be controlled through a single, vendor-independent API. If
every software model needs to be controlled individually, then the approach the authors
propose here does not necessarily help large-scale infrastructure providers who manage a
large, heterogeneous set of 1/0 devices. In this context, the research proposed in this thesis
goes exactly this step further. By trying to support legacy devices which do not have any
form of virtualization support, there are significant technical challenges that VPIO is faced
with and does not seem to successfully overcome them. Firstly, because the real device
cannot maintain state for each virtual device, the DMM needs to maintain this state in
software and every time a context switch occurs, the real device needs to be programmed
with the new state information. Typically this involves changing device register values, but
potentially more expensive operations like resetting the device are required. The authors
show in (Xia, Lange and Dinda 2008) that context-switching a device can be very costly. A
further limitation of supporting legacy devices is specific to networking operation: when the
real device receives a packet from the network, the virtual machine that is currently running
and whose software device model is loaded might not be the valid receiver of the packet.
However, interrupts and DMA writes from the real device would go to the currently running
virtual machine. As the real device does not have a notion of multiple receivers, the only way

to deal with this problem is to always route the device interrupt to the DMM which then
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selects the right receiver virtual machine for a particular packet and then initiates a context
switch. But still the challenge here is that the receiver can only be identified after a DMA
write into host memory has taken place (in order to read the destination MAC address).
Therefore, that packet might have to be copied over to the correct receiver virtual machine,
or potentially the memory can be re-mapped. Such a solution severely impacts receive-side
I/0 performance, but it also limits the system’s isolation properties as virtual machines can
potentially see network traffic of other virtual machines that are using the same real device.
This dilemma makes clear that ideally I/O devices which are shared between multiple virtual
machines must have minimal virtualization support. For example, they need to be able to
hold state, configuration and identity information of multiple, isolated, simultaneously
running (virtual) 1/O paths. With this minimal hardware support, costs of context switches
between virtual machines can be significantly reduced. In this thesis we want to further
analyze the minimal set of functions and properties a real device needs to provide in order
to enable efficient and secure 1/0 virtualization.

(Gordon, et al. 2012) proposes “ELVIS” —a mechanism for efficient para-virtualized I/O which
eliminates the majority of expensive hypervisor involvements (VM Exits) on the critical I/O
path. The authors underline the advantage of para-virtualized 1/O over pass-through 1/0: in
some cases there is no real device that can back up a virtual device, for example, when a
virtual disk is stored as a file on the host’s filesystem. The authors furthermore state that
pass-through 1/0O requires more expensive hardware and significantly hinders virtual
machine migration. As a result, para-virtualized 1/O seems to be a better fit for real-world
applications. ELVIS promises to improve I/O performance of para-virtualized devices by
providing a so-called exit-less I/O data path. With ELVIS, virtual machines and the hypervisor
run on distinct CPU cores. It uses shared memory areas between hypervisor and virtual
machines. When a virtual machine wants to notify the hypervisor about an event, it writes a

notification into this area which is constantly polled by the hypervisor running concurrently
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on a different CPU core. In the other direction, when the hypervisor wants to signal an event
to the virtual machine, it uses inter-processor interrupts (IPIs) in combination with a
previously developed exit-less interrupt (ELI) technique (Abel, et al. 2012) to deliver the
notification directly to the virtual machine. Previous approaches used expensive, explicit
context switches to send a notification from a virtual machine to the hypervisor. Traditional
notifications from the hypervisor to the virtual machine on an x86 platform are expensive as
well, because, due to hardware limitations (specific to x86 platforms), virtual interrupts
cannot actually be delivered to a virtual machine while it is running. The virtual machine
must be stopped by the hypervisor before a virtual interrupt can be injected. In (Abel, et al.
2012) the authors show significant performance improvement compared to traditional para-
virtualized 1/O devices. However, the paper lacks a comparison with pass-through 1/0
approaches and therefore it is difficult to put the presented performance results in the
overall context of 1/O virtualization. The results furthermore demonstrate the problem of
scalability when using software-based I/O processing: when running more than three virtual
machines, the component processing all 1/O requests from virtual machines becomes
overloaded and cannot process |I/O fast enough. While it is potentially possible to involve
more CPU cores in 1/O processing, it is very likely that software-based I/O processing remains
the bottleneck of such a system architecture. From this we can conclude that off-loading
certain capabilities to other hardware components is desirable in order to release workload

from the main CPU.

2.3.2. Hardware Integration for Improved Network Processing

Hardware-accelerated network processing is an active research field in non-virtualized
system architectures. One approach here is to offload network processing to various
hardware-based processing units which belong to the platform but are not part of the main
CPU complex. This frees up the host CPU for application processing while network
processing is accelerated by executing it on suitable hardware. In (Wun and Crowley 2006)
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Wun et al. claim that it can be greatly beneficial for network performance if network
processing can be offloaded from the main CPU to a set of so-called “micro engines” which
just take care of fast, parallel network 1/O processing. The authors evaluate the performance
benefits if parts of, or even the whole, network stack are implemented in hardware rather
than in software as part of the OS. The authors give valuable insights into how I/0O
performance can be improved by distributing processing onto dedicated hardware
components. From these results it is clear that it might be desirable to also enable this on a
virtualized system. However, their work looks at using specialized network processors and
does not take into consideration the issues of portability across different platforms. Our
work, on the other hand, has the goal of focusing on using mainstream network interface
cards and generalizing the hardware/software interface to be vendor-independent.

In (LeVasseur, et al. 2008) LeVasseur et al. propose a new way of assigning virtualization-
aware devices to virtual machines. The self-virtualizing device partitions its resources into
multiple virtual functions which can then be assigned directly to virtual machines. Instead of
implementing a complete virtual device in silicon, as the PCI SR-IOV standard proposes, this
solution only implements some parts on the real device itself. The virtual configuration
space on the other hand is emulated in software within the control device driver. That way it
is possible to provide a standard PCI device to a virtual machine, but it leaves the vendor
more flexibility about the configuration layout of the virtual device. For example, virtual
devices on the same real device can have different PCI device types which would not be
possible with a standard PCl SR-IOV infrastructure. The design proposed by the authors has
similar goals to our work, in particular the provision of a more standardized virtualized I/0
device to a virtual machine while still offering high 1/0 performance by taking advantage of
hardware-based acceleration. However, their 1/O infrastructure virtualizes at the PCl level
which restricts this solution to particular platforms. Furthermore this research does not look

into unifying the data path across different device types which means that ultimately one
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has to run different device drivers for different hardware device types inside the virtual
machine. Therefore, our research builds on some of the same ideas as described by the
authors, but we want to go a step further and allow unified access from virtual machines to
a variety of real devices.

In (Dong, Jiang and Tian, SR-IOV support in Xen 2008) Dong et al. introduce a new 1/0
virtualization architecture for Xen which integrates PCl SR-IOV devices and makes them
accessible to user virtual machines. The design relies on PCl SR-IOV compliant self-
virtualizing devices and exposes the real hardware interface of the PCl virtual function to the
user virtual machine which then runs a vendor-specific device driver in order to control and
access the virtual function. For executing privileged operations the virtual functions need to
communicate with the physical function, and the authors propose three possible ways of
doing this: inter-domain communication, a virtual mailbox mechanism implemented as port-
based or memory-mapped 1I/O access, or a virtual mailbox mechanism implemented in
silicon on the real device. They recommend the second approach, because it could be
implemented as a vendor-independent and hypervisor-independent infrastructure. The
authors note that the PCI SR-I0V specification does not define a communication mechanism
between virtual function and physical function which means that at the moment this is
vendor-specific and varies significantly between PCl SR-IOV compliant devices which can
make it more difficult to integrate these devices into managed virtualized environments.
Therefore, in our work, we want to investigate a solution that enables intercepting requests
from the virtual machine to the device that require higher privileges in a way that this I/0
control path can be generalized across different devices. That way, we do not rely on
hypervisor-specific or device-specific solutions for configuring real device resources that
require coordination between various unprivileged parties accessing that device.

Dong et al. go into more detail in (Dong, Yu and Rose, SR-IOV Networking in Xen:

Architecture, Design and Implementation 2008) describing Xen’s approach for exposing PCI
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SR-IOV compliant devices to virtual machines that do not use para-virtualization (in Xen
terms also called hardware-based virtual machines, or HVMs). In this paper the authors
analyze system-level requirements for using PCI SR-IOV compliant devices on a Xen-based
platform. They mention the security risks and difficulties with performance isolation when
directly assigning real devices to user virtual machines: faulty or malicious drivers can disrupt
other user virtual machines or even the driver domain, if there is no virtualization-aware 1/0
MMU in place which takes care of I/O access control and interrupt virtualization. The
solution proposed by the authors assigns the PCI virtual function directly to the user virtual
machine, but PCl configuration space accesses to the VF are trapped by Xen and handled in
the driver domain. A master device driver sits in the driver domain and controls the real
device, including the physical function and potentially some shared virtual function
resources. The architecture relies on advanced virtualization support in the platform 1/0
MMU. The authors claim that their solution achieves better I/0 performance than software-
based 1/0 virtualization approaches, and it achieves a potentially more secure design than
original PCl pass-through approaches by using a self-virtualizing device architecture,
hardware-based memory protection and interrupt virtualization to control access to the real
device from different user virtual machines. However, their 1/O architecture locks a
particular user virtual machine into using a particular hardware which makes virtual machine
migration particularly difficult. In our work, we build on some of the ideas presented in this
paper to improve I/O performance, but on top of that we want to look into ways of
generalizing the interface presented to a virtual machine. That way, we aim to provide high
network performance while maintaining virtual machine mobility.

Network interface card virtualization is also a relevant topic for embedded systems research
as stated in (Rauchfuss, Wild and Herkersdorf 2010). In this work the authors propose a new
network 1/0O virtualization architecture that supports real-time services and differentiated

services sharing a single card. I/O access to the NIC is maintained through a set of virtualized
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network interfaces. These do not constantly have real hardware resources assigned, but
instead the real device only maintains a fixed, small set of virtual network interface contexts
with dedicated hardware resources in silicon while the others are maintained in software
and swapped in and out from system memory on-demand. Hardware resources are assigned
to virtual network interfaces dynamically depending on load and requirements of the
network service running on top. The authors investigate the hardware interface for exposing
multiple virtualized network interfaces on a single real device. They use separate receive and
transmit packet queues that can be directly accessed via DMA operations, and packet
queues for hardware-based virtual interfaces are pre-filled with DMA descriptors. This work
by Rauchfuss et al. is relevant to the approach proposed in this thesis, because the authors
also investigate the hardware design of network devices and how it suits I/O virtualization.
The solution they present differs from ours in that at any given time they expect to have just
a single virtual NIC which is hardware-accelerated while we would like to enable multiple
hardware-accelerated virtual NICs running simultaneously on the platform. With today’s
powerful I/O devices this is a realistic goal, in particular in the server market which is the
main target of our work. In this context, we also expect to be able to take advantage of
hardware-based virtualization capabilities, for example, PClI SR-IOV, which are not yet

commodity in embedded systems.

2.3.3. Maintaining Virtual Machine Mobility

In (Kadav and Swift 2009) Kadav et al. investigate the challenges of migrating virtual
machines that have direct access to real network hardware. This is the case when using
typical pass-through 1/O access methods as provided by Xen and KVM and explained in
previous sections. In such a setup, it is difficult for the hypervisor to migrate the state of the
network device as it is hardware-specific and the destination platform where the VM is to be
migrated to might not have the same hardware. To overcome this problem the authors
suggest the utilization of so-called “shadow device drivers” which sit between the vendor-
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specific device driver interface and the operating system kernel interface and intercept
function calls to track kernel objects for network packet transfers and kernel calls for
configuring network device settings. When the virtual machine is migrated to another
platform which uses a different real network device, then the shadow device driver layer will
take down the “old” device driver, initialize the “new” device driver in the virtual machine
and connect it to the existing, intercepted kernel resources. The shadow device driver also
masks out features on specific hardware, so that only features that are common across all
devices are enabled and available to the virtual machine. This work is a rather practical-
oriented approach: it does not change the core of the I/O infrastructure to overcome
difficulties with existing pass-through 1/O technologies, but instead it introduced another
layer on top of it. This means that an implementation can be realized very quickly and
existing approaches can be used without intrusive changes. The research proposed in this
thesis, however, looks at the “core” of the problem which is the virtualized 1/O path itself
and how it interfaces with the real hardware, and we show how existing interfaces can be
improved to provide better performance and portability. In our opinion, a redesign of the
internal 1/O infrastructure and its interface to the virtual machine and to I/O hardware is
required to truly fulfill the potential of high-performance 1/0 solutions deployed on future
virtualized systems.

A more recent approach to live migration of PCl pass-through devices is suggested by Pan et
al. (Pan, et al. 2012). This approach focuses on enabling migration of the actual hardware
state from one platform to another, which is challenging, because, in traditional approaches
using pass-through 1/0, the hypervisor does not have access to hardware state. In this new

IM

approach, the authors use an additional “self-emulation” layer in the hypervisor to track
access to hardware registers, so that those can be stored and restored on virtual machine

migration. The solution furthermore uses shared memory between the hypervisor and the

device driver to exchange information about what hardware state has to be preserved after
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migration. The hypervisor also uses this shared memory to indicate to the device driver that
a migration operation has taken place. The evaluation presented in this paper indicates that
their technology has superior performance compared to other existing approaches. The
proposed “self-emulation” layer is a promising idea in order to track access to hardware
registers. However, the proposed solution does not consider virtual machine migration
across different hardware platforms and devices of different vendors and capability sets. In
order to achieve this, one would need to at first define a unified, virtualized device interface
that is exposed to virtual machines instead of the hardware interface of the real underlying
device. That way, it would be possible to track hardware 1/0 access for a variety of devices in
the same way and potentially enable migration across a heterogeneous infrastructure. The

work in this thesis tries to investigate this idea.
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3. Requirements Analysis

3.1. A Hardware/Software Interface to Support Virtualization

The review of prior art in the area of network I/O virtualization shows that the
hardware/software interface used by today’s systems is not optimized for the sort of virtual
environments we target with this work. Dynamic, large-scale cloud computing
infrastructures require a more flexible, well-performing approach to exposing powerful
network hardware to unprivileged virtual machines. It is clear that, as network I/O devices
evolve and hardware support for virtualization increases throughout the whole platform, it is
desirable to take advantage of these capabilities as much as possible. However, due to a lack
of standardization and common interfaces between software and hardware in a virtualized
system, it is not easy to deploy these technologies in an automated fashion.

This work focuses on analysing the hardware and software stack of a virtualized system
when processing network 1/0. We aim to investigate the interaction between and
integration of hardware and software to provide some insight into how to best implement
efficient and secure network I/O virtualization in order to fulfil requirements of dynamic,
large-scale cloud computing infrastructures.

One of the challenges in this is to clearly define which 1/O path functions should be
processed in hardware and which functions should be processed in software. Various
approaches aim to offload certain capabilities of the 1/O path to hardware. For networking,
this includes functions like network protocol processing offload functions, for example, TCP
Segmentation Offload (TSO) and Large Receive Offload (LRO). We also need to consider data
movement operations which can be offloaded from the main CPU onto network hardware
by using capabilities like Direct Memory Access (DMA). DMA plays an important role on

virtualized systems with high 1/0 load as it allows for 1/O devices to directly put data into the
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right memory areas without involvement of the main CPU. In that case, virtual machines can
access data more quickly while other parts of the virtualized platform, for example other
virtual machines and also the driver domain, remain reasonably unaffected by the high I/0
load imposed by a particular virtual machine. Overall, prior art shows that there is significant
benefit in taking the main CPU off the critical I/O data path as much as possible and let the
specialized hardware handle I/O processing, if available.

Another serious challenge is the design of a device-independent and vendor-independent
hardware/software interface that is sufficiently secure and efficient to be used in cloud
computing infrastructures. In this work we aim to find the optimal design in terms of
performance, security and mobility. But furthermore, our interface design needs to be
practical and feasible, so that hardware and software vendors can follow our proposed
guidelines and implement better solutions in the short to medium term. In order to propose
such a more generic interface, we investigate at what level we can define common
boundaries across different devices and, even more important, across different vendors. We
evaluate today’s hardware and software components with the goal of identifying the
common data structures and mechanisms that most, if not all, vendors and devices use
today, or potentially could use in the future. If these mechanisms differ in some ways
between current devices, then we need to design a new hardware/software interface which
is generic enough to cover these different mechanisms, if such an interface design is feasible.
Assuming that hardware implementations and software/hardware interfaces of different
vendors differ significantly, we want to develop a mechanism to map those existing
interfaces onto our new API that exposes hardware capabilities to virtual machines as so-
called network acceleration engines. Such a prototype implementation built on existing
hardware can show the potential of our proposal. In this case, current hardware support for
our I/0 architecture will not be ideal, but we hope that we can still show an 1/O architecture

which introduces low overhead and is flexible enough to be deployed in an automated
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fashion at a large scale. Looking into the future, it is the goal of our work to propose a new,
standardized software/hardware interface to best support 1/O virtualization in cloud
computing infrastructures. In this context, we aim to outline to vendors and system software
developers how an ideal realization of the NAE API would look like.
The core part of the analysis is the investigation of the integration of the following
components:

- Network I/0 device (hardware interface)

- Hypervisor (thin, privileged software interface)

- Driver domain (privileged software interface)

- Virtual machine (unprivileged software interface)
At the hardware level, the challenge is to design an interface with the right control points to
be efficiently used in a virtualized system. ldeally, different vendors need to agree on
common data structures allowing multi-vendor management stacks on top of network
devices. In order to support and encourage such a development we investigate the minimal
set of data structures that is required to implement virtualized network 1/0 on different
types of network 1/O devices.
Within the virtualization layer (the hypervisor) there needs to be sufficient low-level support
for various functions on the I/O path. For example, the hypervisor needs to support
functions that require privileged access to platform resources in such a way that they can be
executed in a safe and efficient manner on the critical I/0O data path. As we have seen in the
analysis of prior art, this is very challenging in itself and one of the main limitations of
current technologies and system architectures. The hypervisor needs to be able to efficiently
and safely expose particular hardware resources, like device registers, I/O memory areas and
device interrupts to a virtual machine. Furthermore, it needs to enable efficient

communication paths and context switching capabilities between different virtual machines
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running on the system, the involved driver domain(s) and potentially also the hypervisor
itself.

Another challenge introduced by virtualization is dividing control of a hardware device and
its resources between the privileged driver domain and unprivileged virtual machines trying
to access the device. The system architecture needs to support isolation between virtual
machines sharing the same 1/O device, but potentially some control can be given to the
virtual machine. A common example of this would be to enable the virtual machine to
schedule its own workloads better over the virtualized 1/O resources it has been granted
access to. There needs to be a clear definition of what the virtual machine can do with its
own (virtualized) hardware resources and it must be guaranteed by the virtualization layer
that the virtual machine cannot access hardware resources which it does not own.

The driver domain operating system needs to provide sufficient infrastructure in kernel
space and in user space to control hardware resources. ldeally, both driver domain and
virtual machine can cooperate to some extent in order to more efficiently process network
I/0, in particular for packet movement and interrupt delivery events. A well-designed
interface at this level is critical from a performance point-of-view, but an efficient

implementation is challenging as we have seen when looking at prior art solutions.

3.2. Virtualized Infrastructures Supporting Cloud Computing

Cloud computing, virtualization, big data and network convergence are said to be the biggest
technology trends of today’s IT landscape driving the demand for significantly improved
network I/O performance (Lane and Bonina 2012). Cloud computing infrastructures have to
deal with many technical challenges. Cloud infrastructure providers incorporate many critical
technology components in order to address these. Virtualization enables to build a very
dynamic and cost-efficient environment that can be adjusted to customer needs, functional

requirements and current load of the infrastructure.
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Cloud infrastructures are by nature multi-tenant platforms in that different customers share
the same physical infrastructure and the cloud infrastructure provider needs to ensure that
sufficient isolation between customers can be guaranteed. Agreements between provider
and customer usually cover performance isolation and data isolation. In the context of
network 1/O virtualization this means that data flows of different customers need to be
sufficiently separated and network utilization of different customers’ applications should not
affect each other. Any I/0O architecture needs to satisfy this fundamental requirement.

One of the main features of virtualized infrastructures is that they allow moving workload
around in a very dynamic fashion. Through virtualization, applications can be moved to
platforms in different physical locations and with potentially different capabilities. This
occurs without the application noticing that it has moved. Potentially the application can be
moved without any downtime, if the virtualization software supports so-called live migration.
Virtual machine migration is one of the key technologies which cloud infrastructure
providers need to be able to take advantage of in order to run a cost-efficient infrastructure
and fulfill customer demands. On most cloud platforms, customers come and go. The
number of customers might vary depending on various circumstances. Furthermore,
demands of individual customers might change over time. It is critical that a cloud
computing infrastructure is sufficiently flexible to accommodate all these requirements —
virtual machine migration is a key technology enabler in this context. However, virtual
machine migration presents a serious challenge for I/O architectures. In particular, tight
hardware integration must be thought through very carefully, so that the 1/O path remains
reasonably hardware-independent and does not restrict mobility of the virtual machine. A
restrictive 1/0O architecture potentially annuls the benefits of virtualization technology.

Cloud computing is offered as a service on top of large-scale, highly-networked
infrastructures. Cloud infrastructures may span across different physical locations. Various

cloud infrastructure providers have multiple data centers spread around the world which are
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linked together. For a user running applications on the cloud, various technical details of the
underlying infrastructure are hidden. This includes, for example, physical network topologies
and the physical location of servers. Furthermore, details of the exact platform hardware are
transparent to the application running within virtual machines on the cloud infrastructure.
This is an important characteristic of cloud computing environments, as these large-scale,
multi-data center infrastructures potentially consist of significantly heterogeneous
underlying hardware. Running over a large set of hardware platforms which are not
identical presents a serious challenge for I/O architectures. At first, in order to stay
transparent to the application running in the virtual machine, it is critical to design an I/O
path that is sufficiently generic in order to cover heterogeneous platforms. The application
shall see a similar interface, no matter what hardware it runs on. Different hardware should
be able to expose different capabilities (only that way can we take advantage of more
powerful hardware), but the configuration interface and the instantiated 1/O path shall
remain the same. Secondly, cloud infrastructure management stacks need a common API to
configure and control a platform and its I/O devices in an automated fashion. When
operating at this scale, it is impossible to control hardware through individual, vendor-

specific APls.

3.3. Initial Design Principles

The main part of this thesis is to design and develop the Network Acceleration Engine
framework which can be seen as a new system architecture and its associated 1/0
infrastructure. The NAE framework enables virtual machines to access a heterogeneous set
of hardware-based network accelerators. The fundamental requirement for a platform
supporting the NAE framework is that it must be a virtualized system. With this we mean
that it runs a hypervisor or an architecturally similar virtualization layer. After analysing

technologies used in prior art and their results, we furthermore decide that we need to keep
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the instantiation of a so-called driver domain on the platform. We call it the network control
domain as we are looking into processing network I/O. The network control domain is
required, because we expect that we need to keep some control components outside of the
virtual machine in order to manage shared device resources and carry out privileged
operations. Furthermore it is required in order to implement a common management
software stack on all platforms which are part of the cloud infrastructure. That way cloud
infrastructure providers can easily manage their hardware at a large scale and in an
automated fashion. We introduce the concept of the network control domain in more detail
in later sections.

Another design principle of the proposed architecture is that, while we want to decouple the
virtual machine from the hardware interface of the underlying network accelerator, we
expect that some vendor-supplied, device-specific code needs to reside somewhere on the
platform. This is required because, as we explained before, the software/hardware
interfaces of today’s devices are implemented by vendor-supplied, device-specific code. This
code is very complex and therefore it would be very challenging to completely rewrite it and
integrate it natively into a new I/O architecture. Any vendor would find that such a major
rework task of their drivers is unfeasible which would make adopting and supporting the
NAE framework unattractive to them. Therefore, we aim to integrate these vendor-supplied
functions into the new NAE framework as smooth as possible and with just minimal code
changes. We deploy these pieces on the platform hidden from the management software
stack and from virtual machines.

As we have seen from the analysis of prior art in this research area, it is challenging to
provide improved I/O performance whilst maintaining flexibility. In order to do both, a new
I/0 architecture is required covering every bit of the I/O path from low-level hardware
functions to system software running in virtual machines. We have seen that many previous

approaches successfully improve 1/O performance on the data path. Various promising

53



results came out of those research efforts and those ideas and technologies should ideally
also be deployable as part of our proposed 1/0 framework. Therefore, it is important to note
that it is not our goal to significantly improve performance of the 1/O path compared to
existing and upcoming direct device assignment mechanisms — as we have analysed in the
previous sections, many of the newer approaches in this field already achieve very good I/0
performance numbers. Instead, the main goal of this work is to be able to provide an
efficient I/O path that is flexible enough to be used in highly dynamic cloud computing
environments. In this context, it is important to evaluate and understand what processing
can happen in software and what processing should be done in hardware. The right design is
challenging, but critical. It must enable taking advantage of hardware acceleration while
maintaining sufficient hardware independence. A virtualized 1/O path exposed to virtual
machines running on cloud computing infrastructures needs to provide a sufficiently generic
interface.

One of the biggest hurdles that previous approaches did not overcome is the design of a
vendor-independent and device-independent I/O interface, so that virtual machines can
efficiently use advanced capabilities of real I/O devices without being tied to a particular
hardware interface. A major challenge in designing such an interface is that different devices
ship with different device drivers containing a significant amount of code in order to initialize
a device, program a device and initiate data transfers through the device. Different vendors
have different approaches to how their devices are to be configured. Trying to unify this
control/configuration interface across all devices and vendors would be unfeasible, if not
impossible. On the other hand, the data transfer interface of many I/O devices is actually
reasonably comparable between different vendors. Apart from moving data into and out of
device memory, there is not much more a data transfer interface needs to do. We analyse
this further in one of the next sections, but, in summary, we can capture that the control

interfaces of devices vary significantly while the data transfer interfaces do not.
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Looking at these two types of interfaces on a device, it is important to also look at their
requirements for providing a safe and efficient /O path from virtual machines to real devices,
and vice versa. The data transfer interface needs to be as fast as possible. It represents the
critical path in order to enable high-performance 1/0O. The configuration/control interface, on
the other hand, does not need to be that fast. It mainly implements operations that are
carried out infrequently, potentially at device start-up or device reset, and every now and
then during device operation.

As a result of these findings, we suggest that it is best to clearly separate I/O interfaces into
control functions and data transfer functions. In the following, we will call those control path
functions and data path functions respectively. More precisely, we call them virtual control
path and virtual data path as they are exposed to and accessed by virtual machines.
Furthermore, concluding from these findings, when we talk about providing a unified device
interface to virtual machines, we will not unify the control path and data path of different
real devices in the same way. In particular, when unifying the control path between different
real devices, we can consider software-based approaches, because the control path is not as
critical to I/O performance as the data path and because unifying the control path between
real devices of different vendors would be a significant effort. Instead, we decide to have
that software-based control path backed up by a smaller portion of vendor-specific control
code which is hidden behind the NAE API and invisible to applications running inside virtual
machines. The data path on the other hand is easy to unify across devices, as we state above
and analyse further in the next sections. Furthermore, it must be fast and therefore more
direct between the virtual machine and the real device. Ideally there should not be any
software-based intermediate component involved on the data path. As part of this thesis,
we would like to investigate further what type of software-based processing components

should be on the data path, if any, and how much impact on performance they have.
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This separation of control flow from data flow is one of the key design principles of our
proposed I/O architecture.

In the following section we look a bit more in detail into current 1/O devices and how their
hardware architecture relates to our proposed Network Acceleration Engine framework. We
aim to evaluate how their design fits I/O virtualization approaches, for example, how their
design suits virtualized systems where functions and resources of the device are exposed to
virtual machines. We also want to investigate how their data path functions and control path
functions are implemented and how they are typically made accessible to system software.
Such an evaluation of current hardware is important in order to get a first idea of whether or
not we can feasibly build an 1I/O architecture satisfying the requirements we list above.
Furthermore, we want to design our new /O virtualization architecture in a way that it can
deal with existing hardware capabilities and therefore we need to understand how current
hardware works. However, the main goal of the evaluation of existing devices is to show
where their design and implementation can be improved in order to better support 1/O
operations on virtualized platforms leading to a better hardware design which can feasibly

be implemented by all vendors.
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4. Hardware Design Evaluation

4.1. Overview

As system virtualization has developed into a mainstream technology, many new I/0 devices
have been - at least partly - designed with virtualization in mind. For example, with PCl,
vendors invested in multi-function devices which provide multiple physical functions (PFs) on
a single device, and these can be used independently of each other, for example by different
user virtual machines. PCI SR-10V, as specified in (PCI-SIG n.d.), extends this approach by
providing multiple virtual functions (VFs) per physical function. In this case, virtual functions
operate independently of each other and can also be assigned individually to different user
virtual machines. Furthermore, within a single physical or virtual function, most devices can
isolate network traffic onto individual packet queues which can, in some cases, like for
example when using Intel’s VMDq technology as described in (Chinni and Hiremane, Virtual
Machine Device Queues 2007), be associated with different user virtual machines. Looking
at these trends in I/O device technology, it is clear that vendors care about providing
isolated, independent data channels on a single piece of hardware. Vendors can also
differentiate their hardware by the amount of independent data channels they can provide
in silicon. Mostly, the idea is: the more the better.

When comparing the actual I/O data channel implementations of different devices and
vendors, our findings indicate that they do not differ significantly from a design point-of-
view. Typically bi-directional data flow is implemented with a send and receive data queue.
Data queues are implemented as circular buffers: for the send queue, the buffer is written
by software and read by hardware; for the receive queue, the buffer is written by hardware
and read by software. The circular buffer resides in system memory. As explained in the
previous section, it typically does not contain the actual data that has to be transferred to or

from hardware. Instead, it contains so-called data descriptors which contain information

57



about the actual data which has to be sent or has been received. Most importantly data
descriptors describe where in system memory the actual data can be found, for example
storing a memory address. Furthermore, if the device is designed so that it can deal with
data of different sizes, then the data descriptor also conveys the size of the data. The circular
buffers used for implementing the I/O channels contain data descriptors rather than the
actual data in order to improve scalability: the descriptors reside in a virtually contiguous
memory space, but the actual data can be held anywhere scattered around in system
memory. The actual data transfer between the 1/O device and the memory address specified
in the data descriptor is realized through direct memory access (DMA) transactions.

Device configuration is typically done through a set of device registers that can be modified
by privileged software. Most privileged software controls this register set by mapping it as a
whole into contiguous system memory, and then it can modify configuration registers by
writing into that memory space, and it can read configuration register by reading from that
memory space. This mechanism is called memory-mapped I/0 (MMIO). Memory-mapped 1/O
is common across different architectures, like, for example, x86 and ARM, and therefore it
seems to be a good choice for device configuration.

Not all device settings are suitable to be exposed via a memory-mapped I/O space though.
Once MMIO space is mapped, it has a fixed size, and so it is not suitable if configuration
options are of a varied size. As an example, a common feature is to store a list of multicast
addresses on the device, and then program the device to deliver all packets to those
addresses to the platform (while any other packets to other multicast addresses will be
dropped). In that case, the list of multicast addresses could be quite long and contain a large
number of entries. If we wanted to store all these in MMIO space, then we would have to
reserve a significant amount of memory for that. Instead, most vendors have a more flexible
mechanism of configuring the device by sending configuration commands to the hardware.

Some devices we have analysed and used for our prototype allocate an additional interrupt
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for this mechanism. We describe more details about this in the following sections. With the
proposed NAE architecture, all configuration commands issued from the user virtual
machine go through the software-based virtual control path. Configuration commands are

part of the NAE APl and they are unified across all hardware-based network accelerators.

4.2. Intel 82599 and Intel 82576

The Intel 82576 controller operates at 1 Gigabit per second while the 82599 controller
operates at 10 Gigabit per second. Both devices are otherwise very similar in design which
leads to the assumption that both devices use the same core building blocks in silicon. The
82576 was one of the first (if not the first) PCI SR-IOV compatible network cards, and even
though its resources and capabilities are limited, it significantly shaped the software support
for PCI SR-IQV, because it was used for most early system software development. The 82599
came out later and was more or less a faster version of the 82576 with more internal
resources and some additional features.

Both Intel controllers have a very clear and simple design for the data path. The data path
consists of a configurable number of I/O channels each of which are implemented through
circular buffers as described in the previous section. Every 1/O channel consists of two
circular buffers: one representing the send queue and one representing the receive queue.
Every circular buffer is controlled by a head and a tail pointer. Hardware writes the head
pointer when new data has been sent or received, and software writes the tail pointer when
data is available to be sent or when received data has been processed. As head and tail
pointer values are potentially modified every time a packet is sent or received, access to
those pointer values need to be fast and efficient. Also, it is clear that access to those needs
to be part of the data path functions, and therefore, in a virtualized system, access to those
needs to be possible directly from the user virtual machine. Both Intel controllers expose the

head and tail pointer values as device configuration registers as part of the device’s memory-
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mapped I/0 space. Unfortunately, those registers (four of them per I/O channel, for example,
two for the receive queue and two for the send queue) are mixed together with other device
configuration registers. Also, registers are mixed together across all I/O channels. For
example, all receive queue tail pointers are stored in sequence one after the other at a fixed
offset in MMIO configuration space. And all receive queue head pointers are stored together
at a different offset. This design makes isolation of the control and operation of I/0 channels
very difficult, as access to individual registers cannot be separated out that easily. Control
path registers do not necessarily need to be accessed directly from user virtual machines
and therefore this issue is not critical for this type of register. However, for example, head
and tail pointers of circular buffers are data path registers and therefore access to them
really needs to be designed differently.

With the early introduction of PCI SR-IOV on both Intel controllers, the existing system
infrastructure did not support communication between the privileged physical function (PF)
and its unprivileged virtual function (VF). Even today, there is no standard way of achieving
such a communication implemented in any hypervisor or operating system. The Intel
controller supports sending of messages between PF and VF. Messages are 64 bytes long,
and device control registers exposed through the device’s MMIO space are used to
synchronize sending and receiving messages via a so-called mailbox capability. Through the
mailbox, both PF and VF can send messages and notify the other end about the transmission
or reception of a message. Notification is realized by the hardware generating an interrupt.
This additional interrupt needs to be managed per device on top of all interrupts associated
with data queues. The mailbox itself is implemented as a shared device register which can be
accessed by both PF driver and VF driver. The mailbox capability is used for the following
operations:

- The PF can report general errors, and for example, link status information to the VF.
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- The VF can send requests to the PF which require privileged access to the hardware.
This includes, for example, the configuration of VLAN tagging or multicast receive
filters. A VF could not program that itself as these resources are shared between all
VFs which are instantiated on the same underlying hardware.

As the mailbox capability is a control path feature, an implementation does not necessarily
need to enable very fast communication between PF and VF. This channel is purely used to
configure device resources, and it is never accessed as part of a data path operation (when
sending or receiving packets). Therefore, when running the Intel 82576 and the Intel 82599
controllers in our proposed NAE architecture, we do not expose the hardware-based
mailbox and instead integrate the functions into our software-based virtual control path as
part of the NAE API. These control functions are fundamental network control functions and
not in any way specific to Intel hardware. Therefore a vendor-specific approach to
configuring these resources is not desirable and not necessary. Network hardware that
adapts the NAE architecture does not need to implement a hardware-based communication

path between PF and VF. Instead a single mechanism can be used for all devices.

4.3. Mellanox ConnectX

The Mellanox ConnectX is a network controller supporting Infiniband and Ethernet. It
operates at 10 Gigabit per second. Firmware controls whether a device is used in Infiniband
mode or in Ethernet mode. Infiniband puts different requirements on the underlying
hardware than Ethernet and as a result the ConnectX hardware is designed quite differently
from the Intel cards which support only Ethernet transport.

One of the most significant capabilities of the ConnectX is that it has a memory management
unit (MMU) on the controller. That is programmable from privileged software to create
memory translation and protection tables which control access to all hardware resources.

Once the MMU is configured, hardware can directly read from and write to permitted
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addresses in system memory. The MMU is a powerful tool in this context, because it can
control access for individual applications or virtual machines to specific ConnectX hardware
resources at a very fine granularity. For example, it can provide isolation between individual
packet queues that are, for example, assigned to different user virtual machines.

Another differentiator of the ConnectX is the huge amount of simultaneous I/O data
channels it can support. The card used for our experiments supports 16 million I/O data
channels (each consisting of a packet send queue and a packet receive queue). As with other
network cards, the data channels are implemented as virtually-contiguous, circular buffers
residing in system memory. Using those, data is transferred between the ConnectX and
system memory through DMA transactions. Here, the ConnectX does not differ from the
Intel cards, underlining that the virtual data path can be very easily unified across
significantly different hardware.

Due to its Infiniband-compatible nature, the ConnectX design includes a quite complex, but
flexible event delivery infrastructure. Rather than a simple design supporting one or two
interrupt vectors per queue (one for reporting a send event and one for reporting a receive
event, as most standard Ethernet cards do), the ConnectX implements an event notification
mechanism based on an additional set of event and completion queues. Those queues are
implemented very similar to the usual data queues: they are implemented as virtually-
contiguous, circular buffers residing in system memory. The ConnectX we use for testing
supports up to 16 million completion queues which can be associated with data queues.
Multiple data queues can share completion queues, or they can be assigned individually.
Here it becomes more apparent why the ConnectX does not just use interrupt vectors
associated with 1/O channels in a one-to-one mapping: in order to support such a huge
number of simultaneous 1/O channels, it would need a significant number of interrupt
vectors per network card. Completion queues report on what data the hardware has already

processed, while event queues also report generic hardware events, like, for example, link
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errors. Event queues can be configured to link to interrupts, and so the device can, for
example, generate a PCI MSI-X interrupt for particular events.

This design of the ConnectX event delivery infrastructure has both advantages and
disadvantages for usage in a virtualized system. If a virtual machine requires direct access to
an I/0 data channel, then it also needs access to the associated completion queue which is
written by hardware in order to indicate what data transfers have completed. As hardware
reports completion of data transfers to a completion queue, access to that queue needs to
be given to the virtual machine as well. Or, as an alternative, it would be possible to keep
access to the completion queue restricted to the network control domain which then
reports completion of a data transfer to the virtual machine via the virtual control path. The
advantage of the latter solution is that less hardware information needs to be directly
exposed to the virtual machine. Also, it would be quite simple to unify reporting of
completion events across different hardware: hardware-based completion reporting stays in
control of the hardware-specific, vendor-supplied control driver that is part of our proposed
NAE I/0 architecture and resides in the network control domain, and reporting to the virtual
machine is done via the software-based, generalized virtual control path introduced by the
proposed NAE 1/O infrastructure. However, there might be a performance hit with this
approach, since reporting of data transfer completion needs to be routed through the
network control domain. Depending on the workload, this might have non-negligible impact
on latency. Checking on data transfer completion is a data path feature and therefore it is
time-critical. Hence, from a performance point-of-view, the former solution might be more
suitable. In this case, the virtual machine has direct access to the completion queue and no
intervention from the network control domain is required. As the completion queue is
implemented as circular buffer used for DMA transactions, it will be straight forward to
expose it to the virtual machine: it can be exposed and configured exactly like the data

gueue used on the hardware-based virtual data path. For this solution the MMU on the
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controller is significant, because it allows isolating completion queues from each other and
making sure that only virtual machines (or applications) which have been granted access to a
particular completion queue can use it. As the ConnectX has an internal MMU, it does not
rely on the system to provide memory protection (an 1/O0 MMU) for individual hardware
resources.

The ConnectX uses so-called configuration commands to control more complex device
features that cannot be easily set by writing simple one-value registers. For this the
ConnectX maintains a command register which is held in the MMIO configuration space. The
command register can be written by privileged system software and it is used to, for
example, initialize the firmware of the device, query device parameters, configure the MMU,
set up and partition hardware resources like, for example, packet queues, and start or stop
device operation. The command register includes a device-specific command code and
command input and output parameters. When a command is executed on the device, the
device can write results back as output parameters immediately, or post results on an event
queue. When deployed in the NAE architecture, this privileged command interface is not
directly exposed to the virtual machine, but instead it stays under the control of the device-
specific, vendor-supplied control module that is part of the NAE I/O infrastructure. The
virtual machine can configure its portion of the real device through the virtual control path

as provided by the NAE API.

64



5. Network Acceleration Engine (NAE) Architecture

5.1. Virtualized System Architecture Overview

In our proposed architecture the virtualized system consists of a hypervisor, one or more
privileged driver domains which own particular hardware, and one or more unprivileged user
virtual machines. One or more of the privileged driver domains own networking hardware,
and so we call these network control domains. A system which is connected to the physical
network requires at least one real network device and one associated network control
domain. For now we assume that our virtualized system runs a single network control
domain which controls all networking hardware. However, the design also allows running
multiple network control domains, for example one network control domain per real
network device.

If a user virtual machine wants to take advantage of hardware acceleration provided by the
NAE architecture, then we will assign it a virtual network 1/0 device which looks like a typical
network /O device to applications running inside the virtual machine. This virtual I/O device
resides in virtual machine memory and is the “frontend” of the virtual I/O path which
connects a user virtual machine to a particular real device and its associated privileged
virtual control path running in the network control domain. As the NAE virtual 1/O device
looks like any other networking device to the OS, users can use standard OS tools and
networking tools to configure the virtual I/O device. Figure 5 shows a very rough structure of
our virtualized system and its components, and where the different parts of the Network
Acceleration Engine APl sit. A more detailed description of all components and their

connections will be given in the following sections.
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Figure 5 Overview of NAE system APIs

Every virtual network 1/0 device can support multiple NAE I/O channels. A channel is used to
push data to and from the user virtual machine. Channels are bidirectional and can be
hardware-based or software-based. A NAE 1/O channel consists of at least two network
packet queues — one queue for incoming packets and one queue for outgoing packets. The
I/0 channel design is described further in the upcoming sections.

The virtualized I/O path is clearly separated into a virtual data path and a virtual control path.
This separation of information flow is important, because control operations and data
transfer operations have very different characteristics and service requirements, and by
separating them out it is easier to provide the best design and implementation for both of
them. The NAE API clearly categorizes functions into control path functions or data path
functions. Furthermore, the decoupling of control and data path allows plugging in different
types of virtual data paths under a single network 1/O device which is under the control of a
single virtual control path. For example, with this design we can switch the virtual data path
between hardware-based and software-based instantiations without any disruption of
network applications running inside the user virtual machine. In order to do that, we need a
clearly defined virtual data path APl which can be implemented by both software and

hardware components. This capability makes our architecture incredibly flexible which is
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significant for implementing cloud infrastructure features such as virtual machine migration
or resource load balancing. A more detailed use case is described in the section on the

Software-based Virtual Data Path.

5.2. NAE Guest API

5.2.1. Overview

An important goal of the network acceleration engine API is to make the guest OS network
I/0 path more suitable for deployment on virtualized systems. Most importantly we want to
provide an 1/0 infrastructure capable of virtual machine migration across different hardware
platforms, and we want to develop a system design which enables unified access to different
network hardware from both the user virtual machine and the network control domain.
Such a generalized, virtualization-aware APl will significantly enhance portability and
manageability of virtual machines and their applications running on cloud infrastructures.
The major goal here is to provide a vendor-independent network device configuration and
control interface, and to make all network functions which are required in a virtualized
infrastructure accessible to the user virtual machine.

The virtual network 1/O device assigned to the user virtual machine runs a simple and light-
weight device driver which is part of the NAE framework. In contrast to a traditional network
device driver, the NAE driver does not contain any code which is tied to a particular
hardware or vendor-specific implementation. Most traditional network drivers contain a lot
of complex code to program firmware, and all their configuration functions are device-
specific. With NAE we remove a lot of this complexity in the virtual machine which improves
portability and maintainability.

A virtual device consists of mandatory properties and optional features. Mandatory fields
are present on every virtual device and can be read or written easily through the guest API.

On a virtual network device, for example, mandatory properties include a primary MAC
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address, and the number of 1/0 data channels it supports. Every virtual I/O device needs to
define a field containing a feature bitmask. We use a simple bitmask to discover features of
the NAE-compliant virtual device. If a virtual device supports a specific feature, then it will
set the related bit in its feature bitmask and the driver running within the user virtual
machine can then enable and use that feature, if it has the capabilities to do so. In theory, it
is possible that a particular driver does not support certain features, and in that case it will
simply not configure or use them. This can, for example, be the case if a user virtual machine
runs an old driver which has not yet been updated with a new feature a particular I/0O device
supports. In that case, the feature remains unused. The capability set advertised through the
virtual control path needs to be implemented on both the underlying 1/0 device and the
device driver residing in the user virtual machine.

The NAE guest API allows the guest OS to control capabilities of the network acceleration
engine it owns. Typical network functions that need to be controlled or customized from
within the guest OS are setting checksum offload capabilities, TCP/UDP processing offload
capabilities, bandwidth or QoS controls, VLAN tagging and multicast filters. It should also be
able to configure MTU sizes of the virtual device and enable/disable promiscuous mode,
reset the virtual device into a known good state and query status and statistics of the device,
for example, link status and speed, packet counters and so on.

Most of these functions require coordination of resources controlled by the privileged
control path. This is crucial on a virtualized system, because physical resources are shared
between multiple virtual machines. On a non-virtualized system, a network driver
completely owns the underlying hardware and therefore no further coordination is required.
On a virtualized system, however, resources are shared and, if the system supports the NAE
API, the privileged control path controls and coordinates hardware resource allocation
between multiple, possibly concurrently running, virtual machines. In particular, if the virtual

machine wants certain bandwidth limits configured for its network traffic, then this needs to
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be coordinated with other bandwidth restrictions that might need to be applied in hardware.
These can, for example, be traffic regulations programmed in by other virtual machines, or
bandwidth controls that are applied to some or all virtual machines as requested by the
virtualized infrastructure management. Typically in an environment where resources are
shared between different, potentially competing parties it is essential that all resources are
strictly controlled. Another network-specific resource that needs to be shared and
coordinated between virtual machines is VLAN membership information. Multicast Ethernet
address filters need to be controlled by the privileged control path as well, as multicast
filters on the real device are limited in size and only a privileged component should have
access to program these. Through the NAE API all these functions are standardized across all
supported network hardware which makes our solution a well-suited approach for large-
scale infrastructures requiring automated network configuration.

The NAE guest APl is split into a virtual control path (VCP) and a virtual data path (VDP). Both
parts require very different capabilities from the underlying I/O infrastructure design and
implementation: the VDP needs to have a simple and straight-forward design, so that it can
be used to access different network hardware. It needs to be fast and efficient, but it also
needs to be safe. For example, a VDP assigned to one virtual machine should not in any way
interfere with the VDP assigned to another virtual machine, and a virtual machine should
always just be granted access to its own VDP and associated resources. The VCP should be
able to expose more complex features, so that most, if not all, hardware features can be
accessed and controlled from within a user virtual machine. Access to the VCP does not
necessarily need to be fast though, because control and configuration functions are not used
frequently during 1/O data transfer. Because of these very different requirements the NAE

I/0 infrastructure clearly separates control path functions from data path functions.
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5.2.2. Virtual Control Path

5.2.2.1. Virtual Configuration Space

The Virtual Control Path is designed as a virtualized memory space for reading and writing

configuration values. This configuration space is mandatory and standardized for all NAE-

compatible virtual devices. It includes a simple, defined set of register values that can be

read or written. The virtual configuration space defines fields that identify a particular device

and device type, and advertise its features. This includes hardware capabilities like network

processing offload functions. While we propose a generalized virtual device interface, it is an

important goal of our solution that individual vendors can still differentiate with their

hardware by advertising their complete high-performance network processing capability set

through the VCP.

o
[y
(6}
w
[y

dev_type g_num dev_irg_num

q_features
g_rx_tail_addr
q_rx_head_addr
q_tx_tail_addr

q_tx_head_addr

gq_rx_dma
q_tx_dma

dev_mac

Figure 6 Virtual Control Path memory space layout

The VCP is also used to communicate live device statistics and link status information. Most

importantly the configuration space exposes information about the virtual data path and its

configuration. A virtual device advertises its interrupt capabilities and the VCP is used for

70



setting up the event notification mechanism providing an appropriate communication

channel between the real device and the guest OS. The configuration space furthermore

exposes the number of supported simultaneous 1/O channels (send/receive packet queues)

per VDP. We do not expose the full hardware interface to the guest OS as existing

approaches do, but instead we select the minimum information required for the guest OS to

safely access (a portion of) the real device. Figure 6Error! Reference source not found.

shows the layout of a minimal required configuration space and the following table

describes the mandatory fields for each NAE-compatible virtual device:

Table 1 Description of Virtual Control Path Fields

Field name Size Description
(bits)
dev_type 16 ID describing the device type
g_hum 16 value indicating the number of supported I/O channels
dev_irg_num 32 value indicating the number of supported interrupts
g_features 64 bitmask indicating what features are supported
g_sel 16 value written by driver to indicate which /0 channel to
program
dev_sysid 16 ID identifying the device in the system
dev_start 16 value written by driver to start/stop the device
dev_has_link 16 value indicating link status
g_rx_tail_addr 64 value written by driver to define RX tail pointer of
currently selected 1/O channel
g_rx_head_addr 64 value written by driver to define RX head pointer of
currently selected 1/0O channel
g_tx_tail_addr 64 value written by driver to define TX tail pointer of
currently selected 1/0O channel
g_tx_head_addr 64 value written by driver to define TX head pointer of
currently selected 1/O channel
g_int_rx_line 16 value written by driver indicating RX IRQ number
g_int_rx_ack 16 value written by driver acknowledging RX interrupt
g_int_tx_line 16 value written by driver indicating TX IRQ number
g_int_tx_ack 16 value written by driver acknowledging TX interrupt
g_rx_dma 64 value written by driver defining RX DMA address
g_tx_dma 64 value written by driver defining TX DMA address
dev_mac 64 primary MAC address

One important property of the virtual configuration space is that 1/O channel information

does not need to be repeated even if the device supports multiple simultaneous 1/0
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channels. Instead, the configuration space contains a selector field (called g_sel in the table
above) where the driver writes the index of the 1/O channel it wants to modify or view,
before it can write or read the individual I/O channel properties, like for example addresses
of head and tail pointers, or DMA addresses used for storing the circular buffers. Using this
mechanism, it is easy to support a large number of simultaneous 1/O channels without
increasing configuration space memory. The number of simultaneous I/O channels is only
limited by the number of bits available in the index (here, we use 16-bit).

When the virtual device starts up in the virtual machine, the driver at first reads the device
type, the number of supported I/O channels and the number of supported interrupts. Ideally,
it should support two interrupts per 1/O channel, for example, one for the send queue and
one of the receive queue. That way we can tune interrupt rates independently for transmit
and receive operations. However, that is not strictly mandatory, and interrupt notifications
can be shared across multiple queues. The driver can determine the allocation by reading
the g_num and dev_irq_num fields.

The driver then configures each 1/O channel individually. It starts by reading the 1/O
channel’s feature bitmask from the associated field. Each 1/O channel has its own feature
bitmask, so that in theory we can support a device with multiple 1/0O channels which have
varying capabilities. Here, the features field is 64-bit long, which allows for a significant
number of features that a device can support. It is important that the proposed system
design enables most, if not all, hardware features to be exposed to virtual machines — this is
one of the key goals of the Network Acceleration Engine architecture. While we provide a
generalized, hardware-independent and vendor-independent interface to the virtual
machine, we need to make sure that vendors can still sufficiently differentiate their network
hardware from competitors and this typically is done through better performance or a
superior feature set. In traditional approaches, a lot of hardware features cannot be exposed

at all. For example, when a virtual machine is configured with a software-based data path
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that does not utilize any hardware capabilities, then powerful network hardware is hidden to
the end user. This is especially the case in most of today’s cloud infrastructures where
powerful hardware is simply white-boxed in order to enable virtual machines to be easily
migrated across the whole infrastructure. One of the major goals of the NAE design is to
make powerful network hardware visible and usable to applications running in virtual
machines, and the VCP design is crucial for enabling exactly this.

The driver then reads the I/O memory addresses of the queue head and tail pointers that are
used to set up the associated virtual data path. It also reads the virtual device’s primary MAC
address. When the virtual data path initializes, the driver allocates DMA memory to use for
storing the circular buffers, and then advertises the DMA addresses to the privileged control
path by writing their values into the g_rx dma and q_tx_dma fields. The fields q_int_rx_line
and g_int_tx_line are written by the driver after interrupts have been set up within the
virtual machine, and the driver advertises this information to the privileged control path to
confirm which IRQ numbers are used. The fields g_int_rx_ack and q_int_tx_ack can be
written by the driver to acknowledge an interrupt.

The layout outlined here gives an idea of mandatory fields that are required to configure a
simple virtual data path. There are further properties that need to be negotiated and
configured through the VCP. For example, per I/O channel we want to be able to include
VLAN configuration, potentially outbound rate limits, and filters for incoming multicast

traffic.

5.2.2.2. Event Notification Mechanism
Every 1/0 channel needs an event delivery mechanism which enables fast and efficient event
notification between the guest OS and the virtual network 1/O device. This is required
because event notification delivery itself is a feature used on the data path. For example,
when processing network traffic, there are two significant events affecting the data path:

- New data has arrived from the network and needs processing from the driver
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- Outgoing data has been processed and sent off onto the network by the virtual
device, and the associated memory buffers can be re-used for new data

For both of these events, the virtual device needs to be able to send a notification to the
driver, so that the driver can react and start processing.
The event notification mechanism is set up on initialization of the VDP and data path events
are associated with one or more packet queues. If events are shared between multiple
queues, then the driver needs to have a way to find out which of the queues is affected. It
can either walk through all queues and check, or the virtual device can indicate to the driver
in some out-of-bound mechanism which queue the event is for. For example, it can advertise
that through a register in the virtual configuration space.
As mentioned in the previous section, ideally, we would like to have two events per I/O
channel, for example, one for the send queue and one for the receive queue. Having
independent events for this makes it easier to optimize the associated operation. For
example, we can independently adjust the frequency of event generation. Most of today’s
I/0 devices support a sufficiently large number of interrupts to make this design feasible. For
example, the PCl Message Signaled Interrupts Extended (MSI-X) technology allows a device
to support up to 2048 independent interrupts. MSI-X is supported by the majority of PCI-
based network devices. Hardware support for multiple interrupts per 1/O channel is only
required when the interrupts are directly routed through to the virtual machine without any
interception from the network control domain. If the real device does not support enough
interrupts, then the NAE architecture makes it possible to multiplex a limited number of
shared, hardware-based interrupts in software in the network control domain, and then
inject virtual interrupts associated with a particular event into the virtual machine. This is
not as efficient as using hardware-based interrupts directly routed through to the virtual
machine’s virtual CPU, but it is a reasonable workaround for a situation where the real

device does not support enough interrupts.
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Events are not only used on the virtual data path though. The privileged control path can
also send event notifications to the virtual control path to indicate link errors, hardware
failures, firmware errors or other unexpected events that need to be reported to the user
virtual machine. For this, the NAE infrastructure includes further event types that are not
used as part of data path 1/O processing. In that case, the VCP typically reserves an
additional interrupt which is controlled and processed by the VCP instead of the VDP. A
single interrupt can be used to indicate different events, and on the VCP event processing is
not necessarily performance-critical as these events should only happen very infrequently

and will not interfere with high-performance data transfer operations.

5.2.2.3. Hardware-Based Virtual Control Path

The configuration space implementing the virtual control path is part of the NAE
architecture and is standardized across all virtual network 1/O devices. Hence it is hardware-
independent and vendor-independent. The virtual device’s configuration space is a simple
and space-limited 1/O memory region. Presenting the VCP in this way means that it can be
easily implemented in hardware by vendors who would like to natively support the NAE API.
In that case VCP information flow from a virtual machine would not go to the network
control domain, but instead directly to the virtualization-aware, NAE-compatible network

I/O device.
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Figure 7 Hardware-based Virtual Control Path

For example, user virtual machine B in Figure 7 connects to a network I/O device that
supports a hardware-accelerated VCP. For that virtual machine there is no NAE device
emulation required, and instead the hardware can handle requests from the VCP of the
virtual machine directly. In all cases there still needs to be vendor-specific control code in
the network control domain, for example, for setting up device resources and initializing and
tearing down the VCPs and VDPs.

The virtual control path is used to configure various device operations. When the underlying
real device is shared across multiple user virtual machines, then the privileged control path
needs to ensure that multiple virtual control paths connecting to the same device are
sufficiently isolated. Some control path operations, like, for example, configuring VLAN

tagging, multicast filters or bandwidth limits, might need involvement of the privileged
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control path. But rather than invoking the software-based privileged control path for each
operation, it should ideally be possible to allocate certain hardware-resources, for example,
a certain bandwidth, multicast filters or VLAN groups, to each hardware-based VCP on VCP
initialization. This is done through the privileged control path. From then on, the hardware-
based VCP is in control of its allocated resources and they can be accessed and configured
directly from the user virtual machine owning the particular VCP without involving the
privileged control path. Other control path operations, like setting DMA addresses of circular
buffers, do not necessarily need privileged control path intervention and therefore can
always be easily routed directly to the real device. In order to reduce complexity of the
hardware-based virtual control path, the NAE architecture allows implementing only a
subset of the virtual control path in hardware. For example, a virtual control path can consist
of directly mapped, hardware-based configuration space registers and emulated, software-
based configuration space registers. Implementing configuration registers in hardware helps
accelerating control path operations as there is a more direct path to the real device needing
configuration, and furthermore it helps reducing CPU load in the network control domain,

because less processing has to be done in software.

5.2.3. Virtual Data Path

5.2.3.1. Initialization and Configuration

The virtual data path is implemented using one or more I/O data channels. Those data
channels can be hardware-based or software-based. A data channel consists of a receive
queue and a send queue, for example, a data channel is always bidirectional. A virtual data
path can have multiple I/0 channels, and different I/O channels can have varying capabilities.
All channels are initialized and controlled by the virtual device’s virtual control path.
Typically, the VDP is initialized when the virtual device is activated, so that data can flow as

soon as possible. However, it can potentially be re-configured at runtime. By default a virtual
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I/0 device only has a single I/O data channel. If it has multiple data channels, then it needs
to support mechanisms to multiplex network traffic across multiple channels. This would
need to be supported by both the real device and the driver running in the user virtual
machine.

I/O data channels might be added or removed dynamically at runtime as well. When the
user virtual machine requests a certain number of channels or capabilities of the virtual data
path, the request is validated by the privileged control path code running in the network
control domain which then eventually allocates resources for the VDP either in software or
in hardware. Resources for the VDP are strictly controlled and limited by the network control
domain in order to enforce performance isolation between virtual devices belonging to
different virtual machines.

A data channel is characterized by a set of feature bits which indicate to the driver in the
user virtual machine what capabilities it has. The feature bits can be read through the virtual
control path as explained in the previous section. A feature is only enabled if both the driver
and the 1/O channel support it. Features of the I/O channel characterize how it can move
data to and from the virtual machine. For example, the feature bitmask advertises whether
or not the underlying network device (either a hardware-based real device or a software-
based emulated device) can do TCP processing offloading. If it can, then the network stack
running inside the virtual machine does not need to do it and therefore the virtual machine’s
compute resources can be used for doing other processing. Hardware-based network
protocol offloading (like, for example, TCP segmentation offloading or UDP fragmentation
offloading) can significantly improve network performance and reduce load on the system’s
CPU.

The send queues and receive queues need to be designed to enable fast data transfer
operations between a hardware-based real device and the virtual machine. The direct

memory access (DMA) capabilities of today’s computer systems allow 1/O devices to access
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system memory without involving the main processor. In this way, DMA operations enable
fast I/O without putting significant load on the CPU. In the NAE I/O architecture we develop
send and receive queues as DMA-capable data queues. Instead of putting data buffers
directly into a continuous queue, we use so-called data descriptor queues. A data descriptor
describes a data buffer’s properties and where it is located in system memory. All data
descriptors are stored in a virtually contiguous, circular buffer which we then call the send
gueue or receive queue. That means, the send and receive queues do not actually contain
real data, but just information about where to find the real data. This mechanism is
commonly used in hardware-based 1/O channel design and it has the advantage that the
actual data does not need to be stored anywhere in a contiguous memory region, but
instead it can be spread around anywhere in system memory. For the design of the NAE I/O
infrastructure, using this technology has further advantages in that it is used in most, if not
all, network hardware, and data descriptor formats can easily be unified across different
devices.

Circular buffers, also called rings, are used in various I/O channel implementations. Not just
for 1/O channels between hardware and software, but they are, for example, also used
between virtual machines. In particular, software-based para-virtualized network interfaces,
like virtio, use virtually contiguous circular buffers to transfer data between the network
control domain and the user virtual machine. In this case, the circular buffer resides in a

shared memory region that can be accessed from both sides.
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Figure 8 Concept of Circular Buffer

Figure 8 shows the basic idea of a circular buffer, or ring. One side of the 1/O channel
maintains the head pointer, and the other side maintains the tail pointer. In our NAE 1/O
infrastructure, the head pointer is maintained by hardware (or emulated hardware) while
the tail pointer is maintained by the driver residing inside the virtual machine. The driver fills
the ring with empty data descriptors that are ready to be used by hardware. It uses the tail
pointer to indicate which descriptors it has prepared and can be taken into hardware
ownership. Hardware on the other hand processes all descriptors that software has
prepared, and it advances the head pointer to indicate to software which descriptors in the
ring have already been successfully processed and can therefore be taken back into software
ownership. Both pointers run through to the end of the ring, and then start back again at
position zero. This is where the name circular buffer comes from. Despite just using the head
pointer, hardware can also mark descriptors explicitly to indicate that they have been
processed and can be re-used.

One of the key advantages of the NAE-compatible VDP is that its interface to the virtual
machine is independently of whether or not there is a real device connected to the I/O data
channels. It is hidden to the virtual machine whether it runs on a hardware-based virtual

data path or a software-based, emulated virtual data path. Providing a unified VDP like this
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to the virtual machine is crucial in enabling features like virtual machine migration and

dynamic load balancing that should be key capabilities of cloud infrastructures.

5.2.3.2. Software-based Virtual Data Path

Even though a hardware-based virtual data path usually provides the best I/O performance,
there might be reasons for not having the virtual data path directly connected to hardware,
but instead use a virtual data path that is backed up by a software-based VDP running in the
network control domain. Such a network 1/O path is demonstrated with the configuration of
user virtual machine A shown in Figure 7. A setup like this could be used if, for example,
some operation needs to be carried out on the data that cannot be done in hardware on a
particular platform where the virtual machine runs on. Another reason for such a
configuration could be that the platform does not actually have any hardware accelerators
installed, so obviously there are no hardware capabilities that we can take advantage of and
there is no hardware present that could implement a VDP. In a dynamic, large-scale
environment this could easily happen when virtual machines migrate between different
platforms with heterogeneous hardware configurations. For these use cases, this
architecture allows implementing a software-based virtual data path. This emulated VDP
runs in the network control domain and is configurable by the virtual control path from
within the user virtual machine. In this case, because there is no real hardware backing up
the network processing on the virtual data path, there is no vendor-specific control code
required at all. Instead we provide generic control code that allows setting up the software-
based virtual data path from user space in the network control domain.

This path typically lowers performance of the system when processing network 1/0 from the
user virtual machine, because purely software-based emulation of the VDP can be CPU-
intensive and can be stressing resources in the network domain. Therefore a configuration

like the one which user virtual machine A demonstrates in Figure 1 needs to be thought
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through carefully and only chosen if a hardware-based virtual data path is not feasible or
unpractical.

In the NAE 1/O architecture the user virtual machine has unified access to the VDP,
independently of whether or not the VDP is backed up by hardware resources, or completely
emulated in software. This is one of the most significant advantages of the proposed design
compared to existing approaches where different drivers have to be plugged in and
synchronized if the underlying data path were to change. In fact, none of today’s existing
approaches enable smooth switching between a hardware-based data path and a software-
based data path. On a NAE-compliant virtualized system, we can have a set of hardware-
based VDPs and a set of software-based VDPs, and we can enable switching between those
depending on, for example, application needs, available system resources, fair sharing
policies, or other QoS requirements. One use case for this would be a cloud infrastructure
where a platform can support 64 hardware-based virtual data paths, but it runs over 100
user virtual machines. Some of those user virtual machines might not need a high-
performance network connection at all while others need it permanently. The cloud
infrastructure provider could charge hardware-based VDPs differently to software-based
VDPs: hardware-based VDPs could be priced higher than software-based VDPs as their
performance is higher and their availability is typically limited. With a NAE-compatible
virtualized system a cloud infrastructure provider could maximise resource utilization by
allowing flexible resource allocation policies. VDPs can be associated with a virtual machine
for a lifetime, or they can be more dynamic, depending on the availability of hardware
resources and application needs. If a virtual machine needs a hardware-based VDP, because
it requires high-performance network connectivity, then it will get a dedicated hardware-
based VDP. However, if the virtual machine does not necessarily require a fast virtual data
path, then the cloud infrastructure provider could offer a “best-effort” VDP instantiation. For

example, if there are unused hardware-based VDPs on the platform where the virtual
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machine is hosted, then one of those unused VDPs is assigned to the VM. However, if
another VM requiring a high-performance network path is migrated to the platform, then
the hardware-based VDP will be de-assigned from the original virtual machine, and then
dedicated to the newly migrated virtual machine instead. Hardware-based VDPs can be
allocated based on any agreed fair sharing policy, or a priority scheme. The original virtual
machine will potentially experience a drop in network 1/0 performance when the hardware-
based VDP is removed, but it will be able to keep all existing network connections alive as a
software-based VDP will be smoothly attached to the virtual machine at the same time. The
transition between hardware-based VDP and software-based VDP is transparent to the guest
0OS and any applications running on top of it, because the interface to the VDP remains
exactly the same.

The architecture also allows running a hardware-accelerated VDP in parallel to a software-
based VDP. In that case the VDP implements some logic that decides what data is passed
down which part of the virtual data path. This logic is programmed through the NAE virtual

control path. More details on this are explained in the following section.

5.2.3.3. Multi-Channel 1/0

Being able to provide multiple simultaneous |I/O data channels on a network device is crucial
for providing high-performance network 1/0. Having just a single queue in one direction
means that processing of network connections can only happen sequentially. On top of this,
as computer systems evolve towards platforms with more and more CPU cores that allow
parallel processing, it is important to support this design trend also for the system’s 1/O
infrastructure. Most modern network devices support multiple send and receive queues.
When a network card supports multiple receive queues, packet processing can be easily
spread across multiple CPU cores, each of them serving a receive queue. This mechanism is

generally known as receive-side scaling (RSS). Various techniques and algorithms exist to
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spread network traffic equally across receive queues. The main goal of receive-side scaling is
to improve network I/O performance.

The main advantage of multiple send queues is that, for example, traffic can be split into
different isolated traffic “classes”. Network cards in the wireless area commonly support
multiple transmit queues and server-based wired cards also follow this trend. In this context,
video and voice traffic can be separated from, for example, Internet data traffic or other low
priority background traffic. Each of these different traffic classes uses its own send queue
meaning that network packets from different classes do not affect each other. Such a design

is important to ensure fast packet delivery for high priority traffic classes like voice or video

data.
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Figure 9 Arrangement of I/0 Channels

Figure 9 show a system with a real network device which supports seven 1/O channels. The
system runs three user virtual machines. User virtual machine A has a virtual network device
assigned which supports two simultaneous hardware-based |I/O channels, user virtual

machine B’s virtual network device supports four simultaneous hardware-based 1/0
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channels and user virtual machine C is configured with a virtual device using just a single
hardware-based 1/O channel. The NAE architecture allows resources of the underlying real
device to be used by the virtual machine in a flexible manner, so that a single real device can
be used by multiple virtual machines at the same time. As you can see in this example, the
number of 1/O channels the virtual device supports, are independent of the number of 1/0
channels the real device supports.

When introducing a multi-channel 1/O architecture into the system, complexity is added
because for every packet on the virtual data path there needs to be a mechanism to decide
which channel to use. When receiving packets from the network, this mechanism needs to
sit inside the real device in order to multiplex packets onto different /O channels which are
(potentially) assigned to different virtual machines. Most of today’s devices can multiplex
packets by destination Ethernet address when 1/O channels are associated with different
virtual devices which have different Ethernet addresses. When multiple data channels are
assigned to a single virtual device, like for example for user virtual machines A and B, then
the goal of such a configuration is typically to take advantage of load balancing. Network
connections to the same virtual machine can be spread out to multiple 1/O channels which
can be processed simultaneously by multiple CPU cores. That way, overall throughput can be
significantly increased. Network hardware supports load balancing across multiple 1/0
channels through technologies like Receive-Side Scaling (RSS) where a single connection is
spread across multiple receive queues. For example, Mellanox’s ConnectX network
controller looks at IP, TCP and UDP headers and takes those as input into a hash function
which returns the index of the receive queue to place the packet on. That way, slightly
varying packet headers will assign packets destined to the same virtual network device to
different receive queues. The privileged control path (PCP) is in control of hardware-based

receive queues and their configurations.
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On the transmit path there needs to be a mechanism in the virtual machine to decide which
send queue a packet has to be placed on. There are various strategies for spreading packets
across multiple send queues and current operating systems have support for this in the
network stack. For example, Linux has a so-called traffic control infrastructure allowing the
scheduling of network connections across multiple send queues. Scheduling policies can be
configured by the administrator of the system. Typically connections are identified by packet
header information, for example, IP addresses, TCP ports and UDP ports. That way, different
connections can be routed out onto the network through different send queues. The most
important use cases for this are potentially

- the enforcement of rate limits on certain network traffic, for example, some send
gueues are processed faster or more frequently than others,

- traffic prioritization — for example, high priority traffic goes on a faster processing
send queue, and potentially packets on that queue can further be marked with
traffic prioritization tags like IEEE 802.1p Class of Service (CoS) bits, and

- the implementation of fair sharing policies, for example, all send queues might be
processed in a round robin fashion and therefore all connections get a fair share of
the overall bandwidth.

As send queues in the NAE architecture are ideally implemented in hardware, as shown in
Figure 9, the real device itself needs some mechanism to schedule the sending of packets
from all its configured send queues. While scheduling policies across multiple I/O channels of
a virtual device is controlled by the virtual control path inside the virtual machine,
scheduling across 1/0 channels of the real device is controlled by the privileged control path.
This is important because typically the 1/0O channels of a real device are shared between
multiple virtual machines. The hardware itself might support various scheduling schemes.

For example, Mellanox’s ConnectX supports a strict priority scheme, a simple round robin
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scheduler, a weighted round robin scheduler and a weighted fair queuing (WFQ) scheduling
algorithm. These policies are configured through the privileged control path.

Through the NAE I/0 architecture it is by design possible to provide a virtual device having a
mixture of hardware-based and software-based I/O channels. Figure 10 shows an example of
a system with user virtual machine that is configured with a virtual network device that
supports two simultaneous I/O data channels.
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Figure 10 Multi-channel I/0 System Architecture

Channel 1 is a hardware-based I/O channel while channel 2 is a software-based /O channel.

The channel resources are marked in yellow. This makes it visible that the real network 1/0
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device installed on the system has a number of /0 channels, but only one of them is used by
user virtual machine A. In the network control domain, the NAE device emulation layer
emulates resources that are not provided in hardware. In the figure, that particular network
control domain supports three software-based 1/O channels, and one of them (the yellow
one) is assigned to user virtual machine A. Therefore, the VDP of the virtual machine here
uses a combination of hardware-based and software-based 1/O channels. More details on
the design of the software-based VDP, and its use cases, were given in the previous section.

As with a purely software-based or purely hardware-based multi-channel device, there has
to be a mechanism to multiplex packets across multiple queues. One of the most significant
differences of a mixed (software-based and hardware-based) I/O channel design is that the
location of the VDP backend is different depending on whether the channel is backed up by
software emulation or by hardware: it is either located in the network control domain, or on
the real device. This does not matter for network operation or compatibility (a software-
based VDP looks just as a hardware-based VDP to the user virtual machine), but it matters
for the logic of packet routing through the system. Potentially, the real network device has
its own packet switch function which allows forwarding of packets between all of its I/O data
channels. That packet switch function is programmed through the privileged control path
from the network control domain. Typically, the network control domain would also run a
packet switching function to forward network traffic between all software-based 1/0
channels. Traditionally, this software-based packet switching function is called a “virtual
network switch”, and most of today’s virtualization solutions incorporate such a capability.
Examples of virtual network switches are OpenVSwitch, VMWare’s vNetwork Distributed

Switch, IBM’s Distributed Virtual Switch 5000V, and Cisco’s Nexus 1000V.
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Figure 11 System Architecture including Virtual Network Switch

Figure 11 shows a simplified view of a platform with a hardware-based network 1/0 device
which is able to forward network traffic between its I/O data channels, and a network
control domain which runs a virtual network switch to forward packets between its
emulated 1/0 channels. The network 1/0O device connects the whole system to the physical
network infrastructure. In this example, one 1/O channel (the green one) is assigned to the
network control domain (in this case, it is merely just another virtual machine), so that the
network control domain has connectivity to the external world just like user virtual machine
A and user virtual machine B which are configured with hardware-based I/O channels. The
network control domain then connects this virtual data path to its own, software-based
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virtual network switch as one of the virtual network ports. This virtual network switch
multiplexes packets between that virtual network port and all software-based 1/O channels.
For example, user virtual machine C is configured with a software-based 1/O channel
(marked in blue in the figure) and its VDP backend also plugs into the virtual switch in the
network control domain. In this configuration, if user virtual machine B wanted to
communicate with user virtual machine C, traffic would have to flow through the hardware-
based virtual switch on the network 1/O device and then also through the software-based
virtual switch in the network control domain. This is not ideal, as the 1/O path involves many
components processing data. However, as resources in hardware are always limited, it is
important to be able to provide a software-based virtual data path and to be able to connect

it to hardware-based VDPs on the same system.
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Figure 12 Multi-channel 1/0 using SW-based and HW-based VDP

Figure 12 shows a slightly modified system configuration as user virtual machine A has now a
virtual device assigned which uses a virtual data path that consists of a software-based I/0
channel and a hardware-based I/O channel. In this configuration, if user virtual machine A
wants to communicate with user virtual machine B, they can send data using their software-
based 1/0 channels and packets would be multiplexed by the software-based virtual switch
in the network control domain without having to traverse the hardware-based virtual switch
on the network 1/O device. A purely software-based |I/O path like this connecting two co-
located virtual machines can be implemented feasibly to provide a fast and efficient network

connection.
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One of the biggest challenges in such a multi-channel configuration is to design the logic for
routing packets through the system. For example, if a user virtual machine wants to open a
connection to another endpoint, then the guest OS network stack needs to decide on which
I/0 channel that particular endpoint can be reached. Multiplexing between 1/O channels can
be programmed through the virtual control path. Locations of endpoints can be learnt
through traditional discovery on all I/O channels, but they can also be configured through
the privileged control path. In that case, the privileged control path (PCP) might have the
knowledge of endpoint locations through various mechanisms. For example, either because
it runs discovery protocols itself, or maybe because endpoint locations have been
programmed in through the management interface. The PCP can then pass location
information to all the connected virtual control paths on the system which can then program
their forwarding tables accordingly. The PCP also programs the hardware-based virtual
switch and its forwarding tables. While the NAE architecture allows a flexible design like this,
various issues might arise. In particular, the PCP might not want to expose information about
whether or not a VDP is software-based or hardware-based, and more importantly it might
not want to expose whether or not the endpoint of any connection resides on the same
platform or not. Cloud infrastructure providers would be very hesitant about any solution
revealing details on the underlying infrastructure and specifically the placement of virtual
machines. The NAE architecture supports this requirement. Through the NAE /0O
infrastructure, the VDP looks exactly the same to the user virtual machine independently of
whether it is backed up by a software-based emulation layer or by a real device. This is the
case for each individual I/0 channel, too. Therefore distributing information about on which
channel a particular endpoint can be reached does not give away any sensitive,

infrastructure-specific information.
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5.3. NAE Network Control Domain API

5.3.1. Privileged Control Path

The privileged control path (PCP) sits partly in kernel space and partly in user space of the
network control domain. The network acceleration engine APl does not directly interface
with the hardware device. It is assumed that there always needs to be device-specific code
controlling a particular hardware accelerator, and so that control code is vendor-specific.
The vendor-specific control code (VCC) sits underneath of the NAE APl and is therefore
invisible to high-level management software stacks. The NAE API defines the privileged
control path interface which is vendor-independent and controls a wide range of network
I/0 devices. Vendor-specific control code is plugged underneath this APl and implements

device-specific functions that shall be exposed through NAE.
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Figure 13 Overview of NAE VCC API
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Figure 13 visualizes the NAE VCC API and individual VCC modules that control different
devices. Here we have three VCC modules and three different network 1/O devices that are
used as network accelerators. Vendor-specific control code is required, because it would be
too expensive to unify the privileged control path between different network 1/0 devices as
their hardware capabilities and their configuration logic implemented in silicon vary
significantly. Mostly device firmware is quite simple, and intelligence is put into software as
complex device drivers. Instead of taking that code from device drivers into the network
acceleration engine API, it is best to leave vendor-specific control code underneath a
generalized API. It is important to make the virtualized device interface in the user virtual
machine vendor-independent, but it is acceptable to keep vendor-specific control code in
the network control domain as this part does not need to be migrated across different

hardware platforms.

5.3.2. Vendor-specific Control Code

Vendor-specific control code (VCC) resides in kernel space of the network control domain.
Each VCC is developed as a loadable kernel module, just as today’s device drivers are
implemented. The NAE API provides a set of virtual function tables consisting of various
function stubs defining what capability sets can be implemented by VCC modules. Some of
those functions are mandatory. For example, functions to start and stop a real device. Other
functions might be optional. For example, functions to control specific device features. If a
real device does not implement a particular feature, then those function calls can stay
unassigned. The NAE VCC API resides completely in kernel space. Mostly, the VCC API
implements control path functions which are not necessarily performance-critical. However,
the VCC module might also be involved in interrupt processing, and in that case it is
important that there is a fast and efficient path between the VCC module and the hypervisor.
The VCC API defines functions for a VCC module to register for real device interrupts being
routed to itself rather than directly to the virtual machine. Furthermore it provides functions
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to inject an interrupt into a virtual machine. Typically, when an interrupt is generated by the
real device, and then routed to the VCC module, then the VCC module can take some action
(for example, reading or writing a register to acknowledge the interrupt or update some
statistics), and then inject a virtual interrupt into the virtual machine.

The VCC API furthermore communicates information about real device registers to the
virtual machine via the virtual control path. For example, this is required when certain
registers need to be made directly accessible from the virtual machine. This is the case for
some registers that need to be accessed as part of a data path operation. Exposing registers
like this through a common API across all devices makes access to hardware from the virtual
machine device-independent and vendor-independent.

Link status information also stays in control of the VCC module. The virtual machine cannot
directly check the physical state of the attached link, and instead, the VCC API defines a
function that allows the virtual machine to check the link state via the virtual control path.
Different vendors implement link status checking in different ways. For example, some
devices generate a notification to the system when the link state changes, while others need
to be continuously, explicitly polled. With the VCC API, details on how the link state is
checked is hidden in the VCC module, and a generalized, vendor-independent function of the

VCC API allows status information to be sent to the virtual machine.

5.4. NAE Hypervisor API

The NAE 1/0 infrastructure requires that the hypervisor exposes an API to control interrupt
mappings, DMA address translation mappings (the 1/O MMU interface) and memory-
mapped I/0 bindings for a user virtual machine. These three control interfaces are crucial for
building a virtual I/O path with good performance.

The hypervisor APl needs to provide a mechanism allowing other components in the

virtualized system to raise an interrupt in a user virtual machine. That way, components of
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the Privileged Control path, like, for example, the VCC module, can signal an interrupt to the
virtual machine. This is, for example, required when the VCC module has detected a
hardware event that is not directly routed to the virtual device. Then the VCC module needs
a way of notifying the virtual machine about the event. In traditional virtualized system:s,
only the hypervisor has direct access to interrupt routing functions. It provides capabilities
like the emulation of virtual interrupt controllers, or it directly programs hardware-based
virtual interrupt controllers, if available on the platform. With the NAE APl the VCC module
can also indicate to the hypervisor that it wants to keep processing certain interrupts from
the real device itself, while others might be directly routed to the user virtual machine. If an
interrupt is routed directly to the user virtual machine, then the hypervisor simply programs
the user virtual machine’s interrupt controller accordingly. If an interrupt is routed to the
VCC module, the VCC module registers with the system as the owner of the real device
interrupt, but then it asks the hypervisor for the allocation of a virtual interrupt assigned to
the associated virtual device residing in the user virtual machine. It can then handle the real
device interrupt itself, and inject a virtual interrupt into the user virtual machine, if desired.
In this design, virtual interrupts and real interrupts are completely decoupled which provides
a more flexible 1/0 path satisfying a variety of use cases.

The NAE hypervisor API allows other components on the privileged control path to access
the memory management unit interface in order to program memory mappings for user
virtual machines and in particular their virtual devices which make use of hardware-based
network acceleration engines. The VCC module advertises certain registers that have to be
mapped into virtual device registers, so that they can be accessed directly by the user virtual
machine. The hypervisor API allows building of a complete virtual I/O memory space: parts
of it can be mapped directly to real device I/O memory, and parts of it can be emulated in
software. The hypervisor itself implements a virtual memory management unit for the user

virtual machine, or uses the system’s hardware-based, virtualization-aware memory
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management unit, if available. Most of today’s platforms have a hardware-based,
virtualization-aware MMU. For example, Intel’s Extended Page Table (EPT) capability
described in (Intel Virtualization Technology (Intel VT) n.d.) and AMD’s Rapid Virtualization
Indexing (RVI) described in (AMD Virtualization n.d.) provide a second stage of address
translation in the memory management unit speeding up memory accesses from virtual
machines. Newer ARM platforms supporting the ARM v7-A architecture with the
virtualization extensions, as available on today’s Cortex-A15 and Cortex-A7 processors, also
include a virtualization-aware MMU. (Goodacre 2010) and (Mijat and Nightingale 2011)
describe more details on ARM’s hardware-based acceleration for hypervisors.

The hypervisor is responsible for controlling direct memory access (DMA) policies on the
virtualized system. DMA is used by 1/0 devices to transfer data directly to and from system
memory without involving the main CPU. DMA is typically controlled by the operating
system, but on a virtualized system, DMA shall also be enabled for user virtual machines,
and it might be desired that a single I/O device is shared between multiple user virtual
machines. In that case, a single 1/0 device would directly access memory regions (read and
write) of different user virtual machines. When direct I/O access like this was originally
developed it was considered as an insecure way of accelerating 1/0, because initially there
was no way to ensure that a malicious I/O device could not write memory it was not allowed
to access. In such a configuration, a buggy or fraudulent 1/O device could easily crash the
whole system, the network control domain or other user virtual machines. Various
technologies have then been developed to enable secure, direct 1/O access for virtual
machines. As described by Willmann (Willmann, Rixner and Cox 2008) (Willmann, Rixner and
Cox 2008), hardware-based, virtualization-aware system 1/O MMUs and purely software-
based methods can both provide sufficient control of I/O accesses to isolate user virtual
machines from each other. The NAE API builds on any of these technologies, depending on

what the hypervisor can provide. Hardware-based, virtualization-aware system |/O0 MMUs
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are present in most of today’s platforms, for example, Intel’s VT-d (Abramson, et al. 2006)
and AMD’s I/O MMU (Advanced Micro Devices, Inc. 2009), have been on the market since
2006. A virtualization-aware system 1/O MMU allows the creation of multiple DMA
protection domains having a subset of physical memory assigned. Then one or more 1/O
devices can be associated with a protection domain. Address translation tables are then
used to restrict access to protection domain’s physical memory from 1/O devices which are
not associated with that particular protection domain. This hardware-based mechanism
enforces DMA isolation between protection domains. On a virtualized system, protection
domains can represent the memory of a user virtual machine, the network control domain
and also the hypervisor itself. Through the NAE hypervisor APl a protection domain can be
associated with a user virtual machine and 1/O devices used as network acceleration engines
by that user virtual machine can be given controlled access to that protection domain. Apart
from protecting the virtualized system from buggy or malicious I/O devices, the I/0 MMU is
also used for address translation. In particular, the virtualization-aware 1/O0 MMU can
translate virtualized memory addresses used by the user virtual machine (often called guest
physical addresses, or GPAs) to the system’s physical memory addresses (often called host
physical addresses, or HPAs) as used by the real I/O device. This is an important hardware
feature of the platform enabling DMA transfers between the virtual machine and the I/O
device without modifying the virtual machine’s operating system. The NAE hypervisor API
exposes this capability on the privileged control path.

The hypervisor is responsible for another important feature of a virtualization-aware 1/0
MMU: interrupt virtualization. For example, on an Intel system without interrupt
virtualization, PCl Message Signalled Interrupts (MSls) are issued as DMA writes to system
memory. The interrupt attributes, such as vector and destination processor, are encoded in
the target address and the data of the DMA write operation. This mechanism violates DMA

isolation properties between protection domains of the system. With hardware-based
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interrupt virtualization, as for example introduced by Intel’s VT-d (Intel 2011), the DMA write
request only contains a message identifier which can be mapped to a unique entry in a table
defining all interrupt attributes for a particular 1/O device. The DMA request contains a
device identifier (also called a requester ID) of the I/O device generating the interrupt, and

that is used by hardware for remapping message identifiers as described above.

5.5. NAE Hardware API

Today’s /O devices present a very low-level interface to a platform. For example, many I/O
devices standardize at the PCl level, and then they need a significant amount of device-
specific control code running on the platform in order to present a more suitable 1/0
interface to the operating system. In particular, for network I/0, the device-specific control
code is used to create more generic abstractions of send and receive queues which can then
be used by the operating system to send or receive network traffic. Hence, with today’s
hardware APIs, there is practically no common interface between different I/O devices, even
if they all do mainly the same thing: send and receive network packets. The standardized API
is provided completely by software and resides inside the operating system. Such a platform
design limits portability, and this is the major restriction we want to overcome with the
proposal of the NAE hardware API: we want to design a common, potentially minimal,
hardware API that all network 1/O devices support. However, the NAE framework does not
limit differentiation of each device and its capabilities from competitor’s devices - one of its
major goals is to allow exposing most, if not all, device features to the virtual machine.

One of the key design decisions of the NAE framework is to split control path resources from
data path resources. This is most critical also for the hardware API design. An 1/O device
might have a set of resources that can be shared across multiple virtual machines. In that
case, the design needs to enable the clear partition and isolation of hardware resources, and

restrict access to each partition individually. Typically a system can enforce resource
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isolation like this using a memory management unit (for I/O0 memory access) and an 1/0
memory management unit (for DMA access). Therefore an 1/0O device needs to be designed
so that its resources can be partitioned at the granularity matching the capabilities of today’s
memory management units. The system’s MMUs are controlled by the hypervisor, as
explained in the previous section.
For a network device, one of the most critical resources that needs to be clearly partitioned
is an 1/0 data channel. The NAE hardware API defines a hardware-based I/O channel as a
bidirectional channel consisting of a send and a receive packet queue. In the NAE
architecture, packet queues are implemented as circular buffers (or also called ring buffers)
containing data descriptors as explain in the section describing the Virtual Data Path. These
can very easily be implemented in hardware. The circular buffer itself is held in system
memory. The device has to keep track of the following critical values:

- the system memory address of where the circular buffer is stored,

- the packet queue tail pointer and

- the packet queue head pointer.
The device reads data descriptors from the specified system memory address to find out the
location of the actual data buffers that need to be transferred to or from the device. The
format of data descriptors is defined by the NAE hardware API, and all NAE-compatible 1/0
devices need to support that descriptor format. A simple data descriptor used for sending

data contains the following fields:

Table 2 Simple TX Data Descriptor

Name Bits Description

header_addr 64 DMA address for packet header

data_addr 64 DMA address for packet data

command 16 Command code defining hardware operation
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length 16 Length of the data buffer

status 32 Status code indicating success/failure

The send data descriptor splits a packet into a packet header part and a packet data part.
Packet header and data do not necessarily need to be split, and not all hardware might be
able to provide a packet splitting function. In that case, the header address can be set to
zero and hardware just uses the data address. Splitting the packet header and data can
enable a powerful I/O architecture where packet header and packet data can use different
I/O paths in the system. This can, in particular, be useful for virtualized systems where
packet headers could be passed to an intermediate processing component in the network
control domain which makes a decision about how the data shall be forwarded. The data
itself can then be transferred directly to the final destination (for example, the user virtual
machine) without having to traverse the intermediate processing component in the network
control domain. This design allows the use of packet headers in forwarding decisions or for
enforcing firewalling rules in the network control domain without putting much strain on the
system by also transferring the whole data part to the intermediate processing component.
That way, we can implement complex intermediate processing components on the data path
while still providing good performance as data parts are moved directly to the endpoint.

The send data descriptor contains a command field which is used to indicate to the device
what function should be used for the associated data buffer. This can be used, for example,
to instruct the device to do a checksum calculation of the data and place that in the packet
header. It could also be used for having the device add a VLAN tag to the packet. Further
command bits can be used to indicate to the device that it should process TCP segmentation
or UDP fragmentation. TCP and UDP offloading are very common hardware functions to

accelerate network 1/0.
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The length field in the send data descriptor indicates the size of the actual data. It might be
that some devices only support a fixed data buffer size. In that case this field can be hard-
coded by the driver to a specific value. Hardware reports back whether or not transmission
was successful by writing a status code into the status field of the descriptor.

The simple data descriptor format for receiving data contains the following fields:

Table 3 Simple RX Data Descriptor

Name Bits Description

header_addr 64 DMA address for packet header
data_addr 64 DMA address for packet data

length 16 Length of the data buffer

status 32 Status code indicating success/failure

As with the send descriptor, the receive data descriptor also defines DMA addresses for
packet data and packet header separately. The length field is written by the device and
defines the length of the received data buffer. The status field is also written by the device
and indicates to the driver whether or not a packet has been received successfully. It can
also be used to mark a data descriptor as “used”, for example, meaning it points to a valid
data buffer in system memory. When hardware marks used descriptors like this, then the
driver does not necessarily need to look at the head pointer to know which descriptors can
be processed. More complex data descriptors can be used for more complex hardware
functions. For example, the descriptor can include an additional field with a VLAN tag or a
Quality-of-Service (QoS) tag. It is important to note that data descriptors do not need to be
vendor-specific. Different devices carry out the same network operations on data buffers
and the information required to carry out these functions is the same for each device. For

example, every DMA transaction needs to know the location and the size of the data. There
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needs to be a way to tell the device which function to carry out, and there needs to be a way
for the device to report back on success or failure of the data transfer operation.

Next to the data path functions, every 1/0 device has a set of control path functions which
are used to configure the device. Ideally, hardware should provide a separate virtual control
path for each individual data path resource (like an I/O channel) that can be assigned to a
virtual machine. This is not absolutely critical for the NAE architecture as the virtual control
path can be emulated in software without significant loss of performance. It is critical that all
hardware resources accessed on the data path can be sufficiently partitioned so that
resources assigned to different virtual machines are completely isolated from each other.
This is required so they can be accessed directly from a virtual machine. Control path
resources on the other hand do not necessarily need to be directly accessed from virtual
machines. Instead they can stay in control of the privileged control path in the network
control domain that can then multiplex resource configuration into individual, software-
based virtual control paths which are then exposed to virtual machines. The control path is
used to configure the data path. In the NAE hardware API, the hardware-based control path
is not strictly defined, simply because the hardware interface is hidden behind the vendor-
specific control code API. If a hardware vendor wanted to expose its hardware-based control
path directly to a virtual machine, then it would have to implement the NAE-compatible
virtual control path as described in section Virtual Control Path. This implementation is
feasible as the VCP is designed to eventually be implemented completely in hardware.

Implementation

5.6. Prototype Overview

The goal of the prototype implementation is to demonstrate the major principles behind the
network acceleration engine framework: we want to show that this solution introduces low

overhead into the virtualized platform and lets a user application running inside a virtual
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machine take advantage of hardware-based network acceleration while decoupling it from
the underlying hardware details.

The prototype furthermore outlines details of possible implementations of the main
components of the network acceleration engine architecture. It shows where they sit in a
modern computer system and how hardware and software interact in such a system
architecture. Most importantly, the prototype proves that an implementation of the

proposed approach is feasible.
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Figure 14 System Architecture Overview of the Implementation

Figure 14 shows details of the network acceleration engine architecture that we are going to
target for the prototype implementation. The figure shows two user virtual machines and
the network control domain running on top of the hypervisor. The two user virtual machines
use different types of network acceleration engines as explained below. Most importantly
though, network applications running within the user virtual machines are unaware of

exactly what network hardware they run on. The NAE API introduces changes at device and
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device driver level in the kernel of the user virtual machine, but leaves the kernel network
stack and the interface to network applications untouched. This means that existing
applications will benefit from the NAE architecture automatically without having to be
adapted.

The implementation of the network acceleration engine architecture is based on a
completely virtualized 1/O infrastructure that spans hypervisor, user virtual machines,
network control domain and the underlying hardware. The guest operating system is
configured with a virtual network I/O device looking like a standard Linux network device
interface to the guest operating system’s network stack. It exposes a configuration interface
for controlling device settings to the OS, and offers DMA capabilities for data transfer to and
from the device. As shown in Figure 14, these represent the virtual control path (VCP) and
virtual data path (VDP) respectively. The two user virtual machines in Figure 14 demonstrate
two different configuration options of virtual network 1/O devices. Both user virtual
machines use 1/O memory read/write calls and DMA operations at the lowest level of the
NAE virtual network I/O device to communicate on the VCP and VDP, however, the end-
points of those channels vary: user virtual machine B interfaces with network hardware
while user virtual machine A uses software-based network 1/0 virtualization.

In the prototype implementation we mainly focus on building a platform that supports a
design as used by user virtual machine B in Figure 14. While it is important to provide a
virtual I/0O path design as used by user virtual machine A in Figure 14, for example, for legacy
systems which do not have enough hardware resources to serve all their currently running
user virtual machines with a hardware-based virtual data path, the configuration used by
user virtual machine B is certainly preferred in most circumstances as it provides the best
possible performance. Therefore we focus on the design of the design of the 1/O path of user

virtual machine B in the prototype implementation as it best demonstrates the value of the
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network acceleration engine framework where the 1/0O path is enhanced with hardware-

based capabilities.

In the configuration of user virtual machine B the performance-critical data path is directly

connected to the virtualization-aware hardware device while the (unprivileged) control path

is connected to the privileged part of the NAE API sitting in the network control domain. In

the network control domain, the NAE framework provides a network device emulation layer

implementing device functions in software. For user virtual machine B it implements a

virtual device configuration space as back-end for the virtual control path.

nae-netdev

nae-vdev

nae-pci

Legend

kernel module

QEMU device
model

guest kernel

©
= _— e ] —_— e o e o —
=
@ host kernel
©
L nae-host
= I
©
< nae-vcc
=
&)
igbvf-nae mlix4-nae ixgbevf-nae
Mellanox
Intel 82576 ConnectX-2 Intel 82599

Figure 15 Implemented NAE System Components

hardware

106



Figure 15 shows an overview of all major NAE components we have developed for the
prototype. Within the guest OS we run a very slim PCI driver at the very bottom of the stack,
here called nae-pci. It takes care of mapping PCI BAR® memory into the guest kernel’s virtual
address space, so that these memory-mapped I/0 (MMIO) regions can be accessed by kernel
modules of the higher layers. The PCI driver also installs interrupts as advertised by the
virtual device and exposes them to upper layer kernel modules. We use PCl in the prototype
purely because we run KVM on an x86-based system where PCl is the best supported 1/0 bus
infrastructure. On ARM-based systems, for example, we can easily replace the thin PCl layer
with a simple driver for an ARM-based I/O bus. The next layer up is the nae-vdev kernel
module which provides virtual control path and virtual data path interfaces. For the VCP it
provides functions to access the MMIO-based configuration space, and for the VDP it
provides functions to allocate and control ring buffer resources which are used for
transferring data to and from the virtual device. It also connects those operations to the 1/0
event delivery infrastructure. 1/O events are implemented as interrupts generated by the
virtual device.’

At the highest layer of the NAE infrastructure in the guest kernel we provide the nae-netdev

kernel module which provides a Linux network device interface to applications. This kernel

6 PCI Base Address Registers (BARs) are part of the standardized PCI configuration space. The
operating system (or sometimes firmware) programs the PCI BARs with system memory address
addresses. These are the addresses at which the device’s memory regions are mapped.

7 In theory, this “virtual I/O device layer” is not network 1/0 specific but it could also be used for
storage I/0. We believe that it is quite generic in that it provides a commonly used data transfer
mechanism (the circular buffer) and a flexible control interface. In this context it is very similar to
virtio (Russell, virtio: towards a de-facto standard for virtual I/O devices 2008) which uses the same
virtual I/0O bus mechanisms to serve both virtual storage and virtual network interfaces for virtual

machines. In practice though, we have not analysed the different requirements of storage 1/0, so our

particular implementation of this layer might not be optimized for storage-based data transfers.
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module registers a Linux network device and makes it available to the operating system. It
exposes functions for packet transmission and reception and connects these to the
underlying ring buffer operations provided by nae-vdev. It furthermore implements
functions to make the NAE virtual device accessible and configurable by standard Linux tools
like ethtool and ifconfig, and then translates these configuration commands into I/O reads

and writes to the virtual configuration space.

5.7. NAE Guest API

5.7.1. Virtual Control Path

The virtual control path resides in the guest OS kernel and is provided to the user virtual
machine for configuring the virtual device. Our implementation uses Linux as a guest
operating system. In particular, it runs a customized Linux kernel based on the net-next
development tree of Linux 3.3.0 (git repository of Linux net-next development tree n.d.).
When the user virtual machine boots up, the VCP starts up first. It initializes the MMIO-
based configuration space which is the frontend for communicating with the privileged
control path residing in the network control domain. The configuration area within the
virtual I/0 memory space has a fixed size in each implementation. In our implementation it is
1024 bytes. This seemed to be a reasonable size as it is big enough to contain a large set of
configuration options while it is small enough to not consume too much memory®. When the
VCP initializes, it reads a device type from the configuration that indicates what kind of
device it is running on. The type indicates a class of devices and some of their hardware
access properties — it is not a vendor-specific ID. The VCP then reads the maximum number
of queues and interrupts supported by the virtual device. Finally, it starts to initialize and

start the virtual data path.

8 We have not scientifically deduced the size for the configuration space in the prototype
implementation but rather chose a size that seemed acceptable from a memory consumption point-
of-view. The size can be very easily adjusted for other implementations, so we found it was not
important to choose it very wisely at this point for a prototype implementation.
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5.7.2. Virtual Data Path

Figure 16 shows the design of the virtual I/O device exposed to the user virtual machine. The
virtual data path (VDP) can be split into three major parts. The primary I/O data transfer
mechanism is DMA. We implement the majority of the VDP on top of the Linux DMA API.
Through this the real hardware device can directly write to and read from virtual machine
memory without involvement of the host CPU. This enables the guest OS and the real device
to exchange data directly while bypassing the hypervisor and the network control domain.
The Linux DMA API is to a large extent independent of the underlying 1I/O bus
implementation, and so our virtual I/O device implementation can run on PCl-based systems
and on systems that sit on a completely virtualized (potentially emulated or para-virtualized)

I/0 bus infrastructure.
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Figure 16 Virtual I/0 Device Implementation

Next to the DMA interface the NAE virtual device supports a Fast MMIO-based (FMMIO)
interface. This interface is used by the guest OS to directly access memory-mapped I/O
registers on the real device. The FMMIO interface is configured at device initialization
through the virtual control path and it allows fast register reads and writes when the user
virtual machine needs to communicate with the real device for carrying out a performance-
critical data path operation. For example, the FMMIO space is used to expose head/tail

pointer registers of the hardware-based packet queues on the real device. This information
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is used on most packet queue accesses when sending or receiving data and so the FMMIO
space needs to be accessible efficiently from the user virtual machine without involving the
network control domain or the hypervisor in order to keep data path latency as low as
possible. FMMIO space access is fast but also safe and flexible: we do not expose any real
device registers directly but instead they are mapped into a user virtual machine’s virtual I/O
memory space region created and controlled by the privileged control path and the
hypervisor. Through this indirection the user virtual machine can only access memory
regions it is allowed to access. Furthermore, it does not need to know anything about the
real device’s register layout. Instead, we can map different network hardware into a similar
data structure that we expose in a unified way to the user virtual machine. As a result, the
user virtual machine has direct (but controlled) access to data path controls of the real
device. In order to safely implement the FMMIO interface the real network device needs to
follow the minimal design suggestions we define in the NAE hardware APl which is covered
in the following sections.

Next to the DMA interface and the FMMIO interface the virtual device implements an event

delivery infrastructure based on interrupts. Interrupts are configured through the VCP.

5.8. Network Control Domain API

5.8.1. Privileged Control Path

The Privileged Control Path (PCP) resides in the network control domain. The PCP provides
the backend for the VCP residing in the user virtual machine, and it controls real devices and
their vendor-specific control code (VCC). For our prototype we implement parts of the PCP in

user space of the network control domain and parts of it in kernel space.
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Figure 17 NAE System Components Function Hooks

Figure 17 shows an overview of the implemented NAE components within the network
control domain. We have implemented a QEMU device model for NAE (here called gemu-
nae-pci). The device model is instantiated whenever a virtual machine with a NAE virtual
device is created. If multiple virtual devices are requested, then multiple NAE device models
run at the same time as part of QEMU. The NAE device model talks to NAE kernel
components in order to initialize and configure the real devices which have capabilities that
are being exposed to the virtual machine. gemu-nae-pci communicates with the main NAE
host kernel module (here called nae-host) by issuing Linux IOCTL commands. The nae-host
kernel module exposes a character device at /dev/nae-host which user space processes can

access in order to send IOCTL commands. When a NAE virtual device is initialized, gemu-nae-
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pci opens a connection on /dev/nae-host. For each virtual device a new file descriptor is
created, so that multiple concurrent connections between user space and the kernel module
can exist. The NAE host kernel module coordinates with the nae-vcc kernel module which
implements the NAE vendor-specific control code API. The nae-vcc module is the interface to
which vendor-supplied NAE device drivers need to register. When registering such a driver,
the driver uses Virtual Function Tables (VFTs) to advertise its capability set as described in
section Vendor-specific Control Code. The functions advertised through the VFT implement
the NAE API for controlling the real device and its resources. Once advertised, the nae-vcc
module can then call out into vendor-supplied control code during operation of the virtual
device. In the prototype we have implemented NAE device drivers for three different
network cards. The first is the igbvf-nae kernel module which controls Intel’s 82576 1 Gb/s
Ethernet controller, the second is the mix4-nae kernel module which controls Mellanox’s
ConnectX server adapter, and the third is the ixgbevf-nae kernel module which controls
Intel’s 82599 10 Gb/s Ethernet controller. All three kernel modules are based on existing
open-source Linux device drivers. They have been modified to remove unused code (mostly
datapath functions which have been moved into the guest virtual device driver) and to add
additional functions which implement the interface to the nae-vcc kernel module. Most of
the device-specific code which is part of the control path, like for example programming
DMA, writing device-specific registers and booting or resetting the device, is kept mainly
unmodified, but wrapped into functions advertised to the NAE framework, so that nae-vcc
can call out into that code at any time once the device driver is registered. There might also
be datapath functions that remain in control of the VCC driver: for example, the VCC driver
might be involved in interrupt handling. This is not desirable in all cases, but it is convenient
in some. We will go into more details on interrupt processing in the following sections.
When the VCC driver is involved in interrupt processing, the physical interrupt from the real

device is delivered directly to the VCC driver which acknowledges the interrupt and then
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passes it on to the hypervisor through the NAE APl which will then raise the interrupt in the
associated virtual machine. The following sections give more insights into the PCP

components.

5.8.1.1. NAE Device Model for QEMU

In our prototype we develop a new device model for QEMU. We call it the NAE device model
for QEMU and it is visualized in Figure 14 and Figure 17 as gemu-nae-pci component. It
emulates the MMIO-based configuration space that is exposed to the virtual device residing
inside the user virtual machine. Hence the NAE device model represents the virtual device’s
control path backend. As explained previously it is used by the user virtual machine for
configuring the virtual device. The NAE device model works by intercepting I/O read and
write operations to the memory space, and then passes the associated configuration
commands or queries on to further PCP components residing in the network control
domain’s kernel space. For example, the NAE device model interacts with the NAE kernel
module for configuring interrupts for the user virtual machine and for configuring the
system’s I/O MMU which allows the user virtual machine to directly access some parts of the
real device. It furthermore initiates the configuration and set-up of the previously
introduced Fast MMIO space, and instructs the hypervisor through communication via the
nae-host module to install the correct access controls on that particular memory-mapped

I/0 space.

5.8.1.2. NAE Kernel Modules and Integration with KVM

The nae-host kernel module manages kernel-level virtual device information. It creates a
data structure for each virtual device that is created by the NAE device model code in QEMU.
nae-host is the main interface for the QEMU component to issue device commands and
request real device information. It then cooperates with further NAE components, especially

the NAE vendor-specific control code kernel module, called nae-vce, which controls real 1/0
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devices. It is also tightly coupled with KVM. While we use KVM in our prototype
implementation, the NAE framework does not rely on a particular hypervisor. However, it
requires that the hypervisor exposes an APl to control interrupt mappings, DMA address
translation mappings (the 1/0 MMU interface) and memory-mapped I/O bindings for a user
virtual machine. These three control interfaces are crucial for building a virtual /O path with
good performance.

nae-host interacts with the NAE device model in QEMU through the Linux IOCTL interface.
For example, when the user virtual machine writes to its virtual configuration space to
indicate that it wants the virtual device to start up, then the NAE device model intercepts
that I/O write in QEMU and passes the appropriate IOCTL command down to the NAE host
kernel module. There is an individual path for IOCTL commands per virtual device, as shown

in Figure 17.

5.8.2. Vendor-specific Control Code

Vendor-specific control code can register itself and its real I/O device to the NAE host kernel
module by implementing functions of the NAE VCC API. In the prototype implementation
these are exposed through Linux virtual function tables (VFTs). The VCC API defines a set of
functions that a device vendor has to implement in their own VCC kernel module. Example
functions are hooks to start and stop the device, assign interrupts, read capability
information or hardware details like pointers or offsets to registers that might be exposed to
the user virtual machine. Vendor-specific control code is significantly simpler in the NAE
framework than in a legacy environment: it just needs to boot up the device into an
operating state, but it does not need to allocate any data path resources and functions. All of
this sits inside the user virtual machine.

In the prototype implementation we use the Intel 82576 network card and implemented a
NAE VCC driver for it. The VCC driver is a modification of the Intel-based igbvf Linux device
driver which is supplied by Intel for running the 82576 device on a hypervisor-based system.
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Instead of running a whole data path on the device like the igbvf driver does, our VCC driver
only initializes the hardware at system boot time. Then it registers with the NAE host kernel
module and advertises its hardware resources and capabilities. Once it has a virtual device
associated with (some of) its hardware resources, then it continuously receives requests
through the NAE host kernel module to configure the real device or hand out device
information. The VCC module still manages hardware link status information as well and
passes that up to the guest through the NAE API if requested. The VCC module might also
still take care of basic interrupt management. We have also implemented VCC modules for
Intel’s 82599 and Mellanox’s ConnectX network controllers. They are visualized as ixgbevf-

nae and mix4-nae in Figure 17.

5.9. NAE Hypervisor API

5.9.1. Interrupt Routing

Interrupts are managed through the hypervisor API. In our case they are controlled by KVM.
When our NAE device model for QEMU, gemu-nae-pci, requests interrupt configuration for a
particular virtual device, then the VCC module which serves that virtual device will advertise
its interrupt support and configuration. Interrupts which are assigned to the virtual device in
question are then programmed into KVM. A design advantage of the NAE 1I/O architecture
compared to existing approaches is that interrupts can be routed in a flexible way. In
traditional hypervisor-based approaches interrupts from 1/O devices are either all directly
routed to the user virtual machine or they are all routed through the hypervisor. With the
NAE I/0 infrastructure on the other hand it is possible to configure each virtual device
interrupt individually as described in the following section.

Depending on the virtual device configuration, interrupts from the real 1/O device might not
be directly passed through to the user virtual machine, but instead they might be routed to

the associated VCC module at first, so that it can handle device-specific operations like
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writing a register to acknowledge the interrupt before the interrupt is then raised in KVM
and then inside the user virtual machine. Routing of interrupts through the VCC module and
then to KVM is implemented completely within kernel space of the network control domain.
KVM then raises the appropriate interrupt in the user virtual machine’s virtual CPU. Efficient
routing of interrupts is important from a performance point-of-view and especially in order
to offer low-latency services where interrupts need to be reported to the user virtual
machine very quickly. The VCC module for a particular network device can also advertise
that it is not interested in processing certain interrupts, and in that case those interrupts go
directly to the user virtual machine’s virtual CPU. Flexibly configurable interrupt routing can
provide significant performance improvements for network I/O as different network
applications have different requirements on the event delivery mechanism of the underlying
I/0 infrastructure. For example, these requirements can depend on the type of network

traffic or Quality-of-Service guarantees (for example, high-bandwidth vs. low-latency).

5.9.2. DMA and Memory-mapped I/0

The NAE hypervisor API includes functions that configure the system I/0 MMU and program
it with DMA regions that are exposed to a particular user virtual machine and can be
accessed by a particular real 1/0O device. The NAE architecture requires a hardware-based I/0
MMU on the system for translating DMA addresses used by the user virtual machine into
physical addresses used by the real 1/O device without any intervention by the hypervisor or
the network control domain. It is also used for protecting the network control domain and
other user virtual machines from real 1/O devices which issue invalid or malicious DMA
requests. Strictly speaking, the NAE architecture requires a memory management unit on
the 1/0 path from the user virtual machine to the real 1/O device. This does not necessarily
need to be a system-wide I/O MMU as most modern systems provide, but instead the I/0O
device itself might contain a MMU, as, for example, the Mellanox ConnectX which we use for
our design evaluation. In that case, the device’s MMU needs to be programmed by both
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hypervisor and VCC module in cooperation — as the MMU is device-specific, vendor-specific
control code is required to program it.

The hypervisor furthermore needs to provide a mechanism to safely expose memory-
mapped 1/O regions to user virtual machines. As part of the NAE hypervisor APl we create
virtual memory regions made up of emulated memory-mapped 1/O space and directly
mapped real I/O device memory. A virtual memory region is exposed to a user virtual
machine by advertising it as I/O memory space of the virtual network device. The directly
mapped real device memory is used for the Fast MMIO space described previously, and it is
crucial for providing a high-performance data path. This approach requires that the
hypervisor can take arbitrary memory regions of the system and construct a new virtual
memory region which is to be exposed to the user virtual machine. It needs to be able to
control access to that virtual memory region and provide different traps (or no traps at all)
depending on which parts of the virtual memory region is accessed. The user virtual machine
is unaware of the details of the underlying memory regions. We have implemented these

capabilities for our prototype as part of QEMU/KVM.

5.10. NAE Hardware API

5.10.1. Data Path and Control Path Separation

The NAE architecture requires a clear separation of control path operations and data path
operations. This isolation of information flow needs to be enforced all the way down to the
hardware-level APls. Data path functions can be directly assigned to user virtual machines
while control path functions are owned by the privileged control path residing in the
network control domain.

In practice we found that the majority of today’s network hardware is not designed with
sufficient separation between configuration functions and I/O data transfer functions. For

example, it is required that device registers controlling different packet queues can be
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assigned to different user virtual machines. With today’s virtualization layer capabilities this
means that these registers may not reside in each other’s page boundaries as memory
protection today only works on per-page granularity. This forces a hardware design where all
control registers for a particular packet queue (or similar data path resource/function) are
grouped together within a memory region and isolated from control registers for other
packet queues. Many of today’s network devices group most, if not all, control registers
together, even if they control data path resources that are independent of each other and
therefore could well be assigned to different user virtual machines. Such an implementation
makes it challenging to efficiently use these control registers in a virtualized system.

Regarding system design our research shows that there clearly is a need for enabling more
fine-grained memory 1/0 accesses. Vendors do not necessarily want to use up 4K bytes® of
I/0 memory for each virtual data path that is supposed to be exposed to a user virtual
machine. However, with currently available hardware (x86 and ARM) it is very expensive to
allow access control within individual memory pages which makes it practically unusable for
real workloads. A current trend in system design enables even bigger page sizes (up to 1
Gigabyte on 64-bit x86) and will make fine-grained I/O memory access control even more of

a challenge.

5.10.2. Data Movement

The NAE architecture relies on a DMA-capable device for best I/0O performance. The current
implementation expects that the device uses some form of (producer/consumer) ring buffer
mechanism to transfer data between the hardware and the virtualized system. This means
that the device and NAE virtual device driver residing in the user virtual machine share a
memory region reserved for DMA transactions. The device posts one or more data buffers to
this memory region when it receives a network packet, and it retrieves one or more data

buffers from this region when the user virtual machine has advertised that it has network

9 4K is the default memory page size of today’s systems for both ARM and x86 architectures.
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packets to send out. Both parties advertise processing of data buffers by advancing the value
of the head/tail pointers (sometimes also called producer/consumer pointers) of the
associated ring buffer.

Today’s network hardware uses vendor-specific or device-specific ways of posting/retrieving
data buffers from network applications. However, our research reveals that the core 1/O
transfer mechanism is sufficiently similar in order to unify data path access across different
network hardware. As explained in previous chapters, most network 1/O devices and their
device drivers maintain a list of data descriptors in order to communicate details about their
associated list of data buffers. As of today, different network devices use different descriptor
formats to advertise information about the data buffers to be sent or have been received.
The driver needs to be aware of the descriptor format used by the device; otherwise no
DMA transfers can be carried out. With the NAE hardware APl we would like to make a step
towards unifying the data transfer interface between network hardware. A minimum send
descriptor format that we have implemented in our prototype consists of the DMA address
for transferring the data buffer and the size of the data buffer to send out. Also there needs
to be a status field which is written by the device to report back on whether or not the
transmission has been successful. The send descriptor might furthermore contain a
command field to indicate to the device what offload functions should be carried out on this
data buffer (for example, VLAN tagging or checksum calculation etc.). The minimal receive
descriptor format contains a DMA address for data buffer transfer. Again it might
furthermore contain a field indicating to the driver what offload functions have been applied
to the associated data buffer. Devices that do not support certain offload functions will
ignore the related descriptor fields. We have implemented this simple hardware data path
on top of the Intel 82576, the Intel 82599 and the Mellanox ConnectX Ethernet controllers.
The implementation shows that it is possible to unify the core parts of the data path of

different network hardware. Such a generalized, high-performance I/O path builds the basis
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of high-performance network communications for virtual machines which can be migrated
across heterogeneous hardware platforms.

Our prototype uses network devices not fully optimized for the NAE architecture. This is
purely because we do not have the capabilities and facilities to design and implement
hardware conforming to the proposed I/O architecture ourselves, and therefore we rely on
devices that are out on the market today and available to us for testing and evaluation. Even
so, our evaluation shows promising 1/0 performance results. If hardware vendors were
moving towards a NAE-compatible interface design, then we can expect even greater
advantages compared to traditional approaches.

We believe that the developed prototype implementation shows valid results even though
we cannot demonstrate performance of the ideal, proposed hardware/software interface
due to a lack of NAE-compatible hardware. As mentioned above, today’s network 1/0
devices do not sufficiently separate control registers of different virtual data paths. Good
isolation here is critical for performance as virtual data path registers need to be accessible
directly from user virtual machines without compromising security between different user
virtual machines using the same 1/0O device. We have worked around this issue during the
performance evaluation by only assigning a single virtual data path per 1/O device to virtual
machines, so that different user virtual machines cannot harm each other.

Furthermore, as mentioned above, we do not have a common hardware-based virtual data
path interface between different 1/O devices due to being restricted to using legacy network
devices for our prototype implementation. In order to overcome this issue, we have
introduced a translation function between different vendors’ hardware-based resources. In
particular, this only affects the hardware-based data buffer descriptor format which varies
between vendors. The user virtual machine’s virtual device driver needs to be made aware
of the currently used data descriptor format in order to use DMA, and for this purpose we

are using a simple translation function that is only invoked once at boot time of the virtual
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machine. It queries the network control domain for the current data descriptor format
through the virtual control path before initializing the virtual data path with the retrieved
information. As the translation function is only called once at boot time, it does not in any
way affect the performance results we have gathered whilst the virtual machine is up and
running. In a follow-up implementation that runs on fully NAE-compatible hardware this
translation function can simply be removed.

Despite these two workarounds we had to introduce due to the use of legacy hardware, we
believe that the prototype implementation is well suited for proving the performance
advantage of the NAE I/O architecture compared to purely software-based approaches. It
furthermore proves that the virtual data path of different vendors’ devices can be easily
unified - even if the hardware is not NAE-compatible. We have implemented interfaces to
work with three different network devices of two different vendors showing the principle of
hardware independence which is one of the most critical advantages of our proposed

approach.
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6. Performance Evaluation

6.1. Overview

In the following sections we describe results of a performance analysis of our NAE prototype
implementation. In this context we want to show how our approach compares to existing
solutions with regard to network throughput and latency experienced by virtual machines
running on a NAE virtualized I/O path.

It is important to reiterate that the main goal of the NAE architecture is not to significantly
improve 1/0 performance of the virtual data path. It is also important to note that the NAE
virtual data path can be enhanced with prior art technologies that are purely focusing on
improving efficiency of the virtual data path like, for example, Exit-less Interrupt (ELI) (Abel,
et al. 2012). Various other research activities focus on individual improvements of the I/O
data path. These are not competitive technologies to the NAE design, but instead, some, like
ELI, can be used on top of the NAE infrastructure and further improve the NAE virtual data
path implementation. The value-add of our proposed I/O architecture is to enable a virtual
data path that is vendor-independent and device-independent while maintaining reasonable
performance. This means that various further performance improvements can be
implemented on the virtual data path and by using the NAE framework these will be
automatically exposed to the virtual machine through a generic interface that supports
features of dynamic cloud infrastructures, like virtual machine migration.

The main goal of the performance evaluation presented in the following sections is to prove
that the NAE design provides I/O performance comparable to existing approaches that do
not offer hardware-independence, such as traditional direct device assignment mechanisms.
An evaluation like this should also show that our NAE design does not have any significant

flaws that impact network performance. Ideally, we also want to show that our architecture
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performs better than purely software-based approaches. Otherwise we would not be able to
demonstrate the benefit of using hardware-based network accelerators.

For our performance evaluation we carry out tests that measure network bandwidth and
network latency as experienced by virtual machines running on a NAE-enabled virtual 1/O
path. Bandwidth and latency are the most important performance metrics for any network-
based application. Bandwidth indicates how fast an application can send and receive as
much data as possible over the network. Latency measures how quick data can travel from a
source to a destination over the network. An ideal I/O path implementation achieves high
bandwidth and low latency, but for any implementation it is challenging to do both.
However, these two metrics clearly characterize how any network-based application can
potentially perform. Some applications might be more latency-sensitive (for example, voice
connections and gaming applications) and others might require mainly high bandwidth (for
example, video streaming). Of course there are also applications that require a mixture of
both and different applications have different 1/O access patterns. However, as we are
proposing a new |/O architecture rather than a specific improvement on the 1/O data path
that affects specific network functions, like, for example, TCP Segmentation Offload (TSO)
and Large Receive Offload (LRO), we think that this evaluation is sufficient for demonstrating
the relevance of the NAE 1I/O infrastructure. On top of our architecture it will then be
possible to enable further, network-specific, individual performance improvements that
cover particular application requirements.

Whilst typical network metrics like bandwidth and latency are critical for any performance
evaluation involving network traffic, for us it is also very important to measure what impact
a particular solution has on overall system utilization. In particular, the most relevant metric
in this context is CPU utilization, because it shows how much compute power the system
requires for moving data from virtual machines to the network, and vice versa. If it requires

a lot of CPU resources, then it cannot use those resources for other tasks running on the
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system at that time. For example, high CPU utilization would limit the number of virtual
machines that can be run concurrently, simply because at some point the system would run
out of CPU resources. Low CPU utilization numbers indicate that the technical solution is
scalable and does not restrict the system with regards to other (potentially CPU intensive)
applications that must be run whilst virtual machines stress the network I/0O path. We think
that CPU utilization figures are a good performance metric for evaluating an 1/0O
virtualization framework and therefore we analyze these values as well in detail in the
following sections.

The following tests demonstrate a simple use case where a virtual machine that uses a NAE
I/0 path communicates over the network to another endpoint. We have two different test
setups: at first we measure performance at 1 Gb/s (Gigabit per second) speed and then we
measure performance in the same way at 10 Gb/s speed. In the future, setups that only run
at 1 Gb/s speed potentially are not relevant any more, but in today’s data center
environments one can still find them frequently. When running at Gigabit speed, the
network is more likely to be the bottleneck as today’s platforms are powerful enough to
process network /0O at sufficiently high rates. Nonetheless, as it is a frequently occurring
real-world setup, it is important to evaluate |/O performance of our prototype in that
configuration. When moving to 10 Gb/s speed, the bottleneck will more likely be on the
virtualized platform and therefore it is more likely that we can see performance differences
of our prototype compared to other technologies. As Ethernet speed is constantly increasing
and we can see 40 Gb/s and even 100 Gb/s Ethernet devices entering the market, we put
slightly more emphasis on the analysis of our prototype when used with faster networks.

We evaluate all relevant properties of the 1/O path on the platform where the virtual
machine runs. This should give us a good indication of the I/O performance of a virtualized
platform implementing our NAE prototype. We leave tests evaluating platforms running

multiple virtual machines concurrently to future research activities following this thesis.
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However, we try to give already some indications on scalability issues during the following

sections.

6.2. Test Setup

We use two HP z600 workstations for extensive network performance tests of the NAE
prototype implementation. Both workstations are configured with a 10 Gb/s Ethernet
controller and a 1 Gb/s Ethernet controller. We connect the 10 Gb/s ports together through
a 10 Gb/s ProCurve 5406zl Ethernet switch. The switch does not connect to any further
networks or other machines in order to prevent disruption of tests from cross traffic flowing
through the switch. We connect the two 1 Gb/s ports together with a standard cross-over
Ethernet cable. The direct connection here ensures that there is no external bottleneck on

the network path.

1Gb/s

nae-server-1 10 Gb/s 10 Gb/s nae-server-2

ProCurve 5406z|

Figure 18 Test Set-up

The HP z600 workstation has a dual-core Xeon CPU (model E5640) running at 2.66GHz. Both
workstations are configured with 6 GB of memory. The memory configuration is not
significant in the context of our performance evaluation. It is simply set to a value high

enough to not create any memory-related bottlenecks on the network I/O path.
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The first workstation runs the prototype implementation of the NAE framework. We call it
nae-server-1. We analyze some of these details in the 10 Gb/s testing section. The second
workstation does not run any system virtualization but native Linux (RedHat Enterprise Linux
6). We call that nae-server-2. This second workstation is only used as endpoint for our test
runs, and it represents the source or sink of network traffic respectively. We do not measure
anything on that workstation and we ensure that it is never the bottleneck of our
communication path. The first workstation is the main testing machine. It runs a customized
64-bit Linux kernel implementing our NAE prototype APIs with a RedHat Enterprise Linux 6
distribution.

We compare our NAE framework prototype implementation with two other approaches

commonly used on virtualized systems:

e virtio: virtio is a software-based I/0 virtualization technology. With virtio, networking for
virtual machines is emulated in a QEMU-based device model running inside the network
control domain as user space process. The virtio device model can then be connected to
a kernel-based Linux network bridge attached to a real I/O device, so that the virtual
machine can communicate with other endpoints on the physical network.

e PCl pass-through (PCI PT): PCI pass-through allows attaching a real I/O device directly to
a virtual machine. The virtual machine sees the full hardware device interface and runs a
device-specific driver. In this scenario the virtual machine has full control over the real
device.

In section 2.2.1 and 2.2.3 we have already given more details of both virtio and PCl pass-

through technologies. We have selected these two approaches, because they are the most

commonly used technologies for software-based and hardware-based 1/O virtualization
approaches in today’s real-world deployments. virtio is a well-developed and already highly-

optimized, stable implementation of a reasonably generic software-based virtual 1/0

interface. It can be used across various hypervisor and guest operating systems. One could
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say it is the best and most universal purely software-based solution currently on the market.
PCl pass-through currently is the standard solution for providing high-performance 1/0
access to virtual machine. Most, if not all, current hypervisors implement some form of PCI
pass-through support. It typically achieves the highest I/O throughput one can get from
today’s virtualization solutions. By comparing our 1/O framework against these well-known
solutions that are potentially the best in their type of solution (software-based and
hardware-based, respectively), we think we can provide a very valuable and relevant

evaluation of our concept and implementation.

6.3. Test One: Gigabit Ethernet Performance

6.3.1. Test Description

In a first test we evaluate the performance of the network acceleration engine framework
on a 1 Gb/s Ethernet link. For this we use the two directly connected 1 Gb/s Ethernet ports
on the z600 workstations. Those are Intel 82576 controllers and on nae-server-1 the port is
controlled by our igbvf-nae kernel module which we described previously and pictured in
Figure 17. For the first test we run a single virtual machine on nae-server-1. The virtual
machine runs the network benchmark applications. It has two Gigabytes of memory
assigned to it, and it is configured with a single dual-core virtual CPU. We use netperf for
measuring throughput, and the Linux ping tool for measuring latency between the endpoints
of the communication. In this test we establish a connection from the virtual machine to the
nae-server-2 that also runs the benchmark tools. Hence, the following measurements cover
a network path from the virtual machine on the first workstation over the network cable to
the second workstation, and vice versa. We measure CPU utilization in the network control
domain residing on nae-server-1.

In order to better understand the following performance measurements on our virtualized

system, it is important to give more insights into how QEMU/KVM works in our test
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environment. We use the latest public development version of gemu-kvm which is versioned
1.0.50. We configure QEMU in “iothread” mode which means that QEMU will start a
separate thread for each virtual CPU of the virtual machine and those can execute guest
code in parallel. Next to those VCPU threads QEMU also starts an additional iothread per
virtual machine. That thread handles processing of I/O events related to that virtual machine

from different components within QEMU/KVM.

6.3.2. Bandwidth

All three approaches saturate the 1Gb/s link at around 942Mb/s on both transmit and
receive operations. The exact throughput results are show in Figure 19. This means that on a
1Gb/s link, the network connection represents the bottleneck restricting the performance to
at most 942Mb/s. Therefore, when looking purely at the throughput, we would not see any

significant differences between the three competing approaches in this test scenario.
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Figure 19 Throughput in Mbps

When we look at the computing resources used during the network tests, then we can see
the first differences between the three technologies. We measure CPU utilization within the
network control domain with the Linux tool top. Figure 20 shows CPU utilization
measurements from the transmit operation (TX) while Figure 21 shows the results from the

receive operation (RX) when running the netperf throughput measurement tool.
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Figure 20 CPU Usage on TX

In Figure 20 we can see that the NAE framework has the lowest overhead within the
network control domain. Its overhead comes purely from running the virtual machine as a
QEMU VCPU thread. virtio on the other hand uses more than double of the compute
resources than the NAE framework uses. The QEMU VCPU thread runs at 38% CPU
utilization while it only runs at 31% with NAE. The increased overhead in virtio is very likely
to be due to different packet processing overhead within the virtual machine: for NAE the
virtual machine device driver simply issues DMA operations which are carried out by the real
device without involving the VCPU while virtio’s device driver sits on top of a purely
software-based QEMU device model which is involved in packet processing and therefore
requires VCPU time. On top of that the virtio configuration runs a gemu-io-thread which
takes care of handling 1/O events for virtual machines. In that case, network packets are
processed by QEMU in user space before they are passed to the Linux kernel-based network
bridge through a Linux tap interface (Universal TUN/TAP device driver n.d.). The tap
interface implements a user space to/from kernel space memory copy of the full network
packet. This accounts for most of the CPU overhead of the gemu-io-thread when using virtio.
The PCl pass-through technology runs the main QEMU VPCU thread only at 25.5% CPU

utilization. This overhead is lower than for NAE on the transmit path. However, the PCl pass-
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through approach runs two kernel threads which handle interrupts from the real device and
these show significant overhead at 6.5% and 3% respectively. These kernel threads are part
of the KVM kernel module which installs them to receive interrupts from the real I/O device
indicating transmit or receive operations (such as, packet transmitted and packet received).
When an interrupt is received by a kernel thread, then the related PCI pass-through device is
found and the interrupt is passed on to the virtual machine via QEMU/KVM. Overall, the NAE
configuration shows the lowest computing overhead in the network control domain for this

configuration.

CPU usage on RXin %

80

70

60

50 M kernel-irg-thread-2

40 M kernel-irg-thread-1

30 B gemu-io-thread

20 B gemu-vcpu-thread

10

NAE virtio PCI PT

Figure 21 CPU Usage on RX

The compute resource consumption on the receive path looks mostly similar to the transmit
path. It is shown in Figure 21. The QEMU VCPU thread only runs at 38% CPU utilization when
using the NAE framework while it runs at 43.5% with virtio and at 48% with a PCl pass-
through configuration. The virtio approach also runs the gemu-io-thread as in the transmit
case which runs at an additional 29% CPU utilization. That makes virtio use about 72% CPU
utilization while the NAE prototype only uses 38%. PCl pass-through does not use the gemu-
io-thread either but again runs two kernel threads for handling interrupts from the real

device. On the receive path these run at 8.5% and 2.5% CPU utilization respectively. Overall
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that makes the PCI pass-through approach use 59% of the CPU which is about 55% more

overhead than the NAE framework.

6.3.3. Latency

We measure latency with the Linux ping tool. Figure 22 shows latency results for the
transmit path (TX) while Figure 23 shows latency results for the receive path (RX). The ping
tool gives us the minimum latency incurred (min), the average latency incurred (avg), the
maximum latency incurred (max), and then the standard deviation (mdev) as shown in both

figures.

Latency on TX in ms

0.7
0.6
0.5
04
0.3
0.2 —
0 -
NAE virtio PCI PT
H min 0.094 0.291333333 0.1045
Havg 0.131 0.373666667 0.206
max 0.216 0.666333333 0.3405
B mdev 0.029 0.053666667 0.0535

Figure 22 Latency on TX

The NAE framework shows by far the lowest latency with on average 0.131ms on the
transmit path and 0.1485ms on the receive path. The PCl pass-through approach has on
average 0.206ms on the transmit path and 0.294ms on the receive path. This is nearly
double the latency of the NAE prototype implementation. The increased latency comes from
different IRQ routing paths between NAE and PCl pass-through: in the NAE architecture, IRQ
routing stays within the kernel at all times and interrupts are directly passed through to the
virtual machine when they arrive from the real device, while for PCl pass-through, IRQ

handling is done within a slightly delayed kernel worker thread.
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While the NAE implementation of IRQ routing outperforms the PCl pass-through
implementation in this scenario, we appreciate that there is a significant benefit in using
kernel worker threads for interrupt processing. Most importantly, for improved scalability it
is best to run as little code as possible in interrupt context, and threaded IRQ processing
achieves exactly that. Due to the flexible interrupt routing design of the NAE hypervisor API,
we can actually configure some individual interrupts to be processed directly in the kernel as
described above (for example, for virtual devices used by low-latency network services)
while others are processed with slightly delayed but more scalable kernel worker threads.

virtio shows the most significant latency with 0.374ms on the transmit path and 0.371ms on
the receive path. This is nearly three times the latency than what we measure when running
the NAE framework. For virtio, interrupts are handled by the QEMU user space process and
packets need to traverse the Linux kernel-based network bridge in the network control
domain before they can be delivered to the virtual machine. This adds additional context
switch overhead and significant packet processing delay on both receive and transmit paths.
Packets also need to be copied twice, for example, on receive they need to be copied from
the network card to the network control domain, and then further on to the virtual machine.

On the transmit path there are also two copies which move data in the other direction.
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6.4. Test Two: Ten Gigabit Ethernet Performance

6.4.1. Test Description

For the 10 Gb/s throughput and latency tests, we use Intel’s 82599 controller on nae-server-
1. When running the NAE prototype, the adapter is controlled by our ixgbevf-nae kernel
module, as described in previous sections. For the test we run a single virtual machine on
the first z600 workstation. The virtual machine is configured with two Gigabyte of system
memory and we assign a single dual-core virtual CPU to it. That way, the virtual machine can
freely use all compute resources of the z600 workstation. We do not pin VCPUs to physical
CPUs.

The second z600 uses a 10 Gb/s Mellanox ConnectX controller which is not virtualized in the
test, because nae-server-2 only acts as source or sink of network traffic. It runs four
hardware-based receive and transmit queues (spanning across all four cores of the machine)
which enable fast transmission and reception of network packets and ensure that this
workstation is never the bottleneck of the connection. We also measure CPU utilization on
this second workstation to make sure that nae-server-2 is not restricting the network
performance on nae-server-1.

When running bandwidth and latency benchmarks, we measure the network I/0O path from
the virtual machine running on nae-server-1 through the ProCurve Ethernet switch to nae-
server-2, and vice versa. The ProCurve switch has a simple configuration in all test runs.
There are no bandwidth restrictions on the switch ports, no VLANs are used, and the switch

itself forwards network traffic by looking purely at layer-2 Ethernet header information.

6.4.2. Bandwidth
Figure 24 shows the overall best achieved throughput of all three approaches. We measure
throughput with iperf and use its TCP bulk data transfer test. As the z600 has a dual-core

CPU and we assign a dual-core virtual CPU to the virtual machine, all approaches achieve the
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best performance when running two simultaneous TCP streams. We can configure that by
calling iperf with the —P 2 command line option. The iperf server running on nae-server-2 can
potentially run up to four simultaneous TCP threads as it is has four CPU cores and is
configured with four hardware-based receive and four hardware-based transmit queues.
Both the NAE prototype and PCI pass-through can achieve just over 8Gb/s when sending TCP
bulk data traffic while virtio achieves about 6.5Gb/s. The receive performance for TCP is
significantly lower for all three approaches. PCI pass-through achieves slightly over 4Gb/s
while the NAE prototype achieves slightly over 3Gb/s. virtio again shows the lowest

performance at just over 2Gb/s.
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Figure 24 Throughput in Mbps

The low TCP receive performance in our tests mainly comes from head-of-line blocking
issues on the receiver side: we are only using a single TX queue and a single RX queue on
nae-server-1, and so here the receiver cannot quickly enough process TCP ACK packets as
data in the same queue is being served. The sender then assumes the packet has been
dropped and has to initiate a re-transmission. Due to this pattern in TCP processing, packet
loss in a TCP connection causes a significant drop in overall TCP throughput.

While this clearly limits TCP receive performance, it does not prevent a fair test between all

three approaches. virtio only supports a single TX and a single RX queue, and so we
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configure the NAE prototype with only a single I/O channel, and also the native ixgbevf
driver used for the PCI pass-through configuration is configured with just a single queue pair.
Head-of-line blocking is a well-studied TCP problem preventing higher bandwidth
connectivity when using a single TCP stream with a single input/output queue, as described
in (Scharf and Kiesel 2006). Using multiple simultaneous TCP streams across multiple receive
gueues solves this problem and enables achieving higher TCP bandwidth when the receiver
is stressed with processing TCP packets. Receive-side Scaling (RSS) could for example
enhance TCP bandwidth when using multiple TCP connections simultaneously: it spans TCP
connections across multiple receive queues which are typically processed by multiple CPU
cores. RSS or similar multi-queue technologies can be implemented on top of all the
evaluated approaches, and therefore should not be a differentiator for any of them in our
evaluation. The native, non-virtualized driver for the Intel 82599 network controller, called
ixgbe, implements multiple receive queues and RSS. However, the virtual function driver
ixgbevf we use in the PCl pass-through configuration does not implement any of these
features. The virtio implementation we use also only supports a single receive queue at any
time. On the other hand, our NAE prototype implements multiple receive and transmit
queues. For evaluation purposes, however, we restrict the NAE prototype to run with a
single send queue and a single receive queue. That way we should be able to present a fair
comparison.

While achieving the bandwidth numbers illustrated in Figure 24, we have recorded the CPU
load each approach puts on the system when sending and receiving data. Figure 25 shows
CPU utilization results when sending TCP bulk data. We have measured CPU load with the
Linux mpstat tool. mpstat gives slightly more detailed CPU utilization data than top. In
particular, it can separate out measurements per individual CPU core, and it can break up

exactly in which part of the system processing overhead is occurring. The percentage given
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in this figure adds up CPU utilization on both cores of the physical machine, so the maximum

CPU load that any workload can achieve is 200% (if both cores are utilized for 100%).
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Figure 25 CPU Usage on TX

The PCl pass-through configuration shows the lowest CPU overhead. About 25% CPU
resources are used by the system (as illustrated by “sys” in the figure) which indicates that
this is processing occurring in kernel space. Kernel space processing here excludes hardware
and software interrupt processing. These are listed explicitly as “irq” and “soft” resources.
The PCI pass-through configuration introduces a significant amount of kernel processing.
This mainly comes from the virtualization layer KVM and the kernel-based threaded IRQ
handlers explained in previous sections. Even though that is code processing interrupts, it
does not count as “irq” or “soft” time, because the kernel worker threads do not run in
interrupt context or soft interrupt context. ixgbevf uses interrupts for completion
notification on both the receive path and the transmit path, and therefore there are two
kernel worker threads running all the time. On top of that PCI pass-through adds about 57%
CPU utilization while running in guest mode (as indicated as “guest” in the figure). This
overhead comes from the native device driver running inside the virtual machine processing

packets.

136



The NAE framework uses about 4% CPU resources in kernel space which is the lowest of all
approaches. That overhead comes from running the virtualization layer KVM. The NAE
prototype runs guest code at about 109% CPU utilization which is the highest amount of
guest code processing out of all approaches. The NAE guest device driver is very simple
compared to a usual driver for a hardware-based network device. For example, it runs a
simple data path as explained in the previous sections, and it does not need any hardware-
specific control code, for example, to program firmware. Therefore, it is expected that
running the NAE guest driver introduces low overhead. However, when transmitting packets
it is optimized to re-fill the circular buffer as quick as possible and it can do that without
waiting for the real 1/O device to raise an interrupt indicating that it has successfully sent
data. This is possible because each data descriptor is marked by hardware when it has been
processed, so the NAE guest driver can simply look at descriptors instead of waiting for an
interrupt. As the NAE guest driver is frequently doing this, the achieved throughput is very
high, but the CPU load is also reasonably high. It is important to note though that the results
here are showing an implementation difference rather than a significant design difference.
With NAE, however, it is configurable through the virtual control path in what way the
circular buffer is checked and re-filled. Different applications will have different preferences
on this capability.

virtio shows the largest CPU overhead. About 16% is used as code is executed in user space.
virtio runs the gemu-io-thread in user space, as explained in the previous section, which
processes packets sent by the virtual machine and passes them to the kernel-based tap
device which then transmits packets across the Linux bridge onto the physical network to
nae-server-2. “sys” time is highest for virtio with about 44%. Most of that is due to additional
network processing in the kernel when packets are passed through the tap device, the Linux
bridge and the actual network device transmitting packets onto the physical network. virtio

also shows a significant time spent in soft interrupt context (shown as “soft” time in the
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figure): 40% CPU utilization is used when processing software interrupts. The high
percentage here comes from the fact that a significant amount of packet processing in the
network stack occurs in software interrupt context. On top of that virtio uses about 35% CPU
for running guest code. This can be accounted to the virtio device driver in the virtual
machine and the user virtual machine’s network stack processing TCP packets. virtio
implements the circular buffer containing data descriptors using shared memory between
the QEMU device model and the device driver residing in the user virtual machine. The virtio
guest OS driver uses writes to a memory-mapped 1/O register to indicate to the other side
when it has put data into the send queue. The driver can check about data having
successfully been sent by reading from the shared memory region rather than waiting for a
notification via interrupt.

Figure 26 shows CPU overhead the different approaches incur when receiving TCP bulk data
streams. As before, the numbers shown in the figure are CPU load added up from both CPU

cores, so the maximum percentage any workload can achieve is 200%.
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The PCI pass-through configuration uses about 26% of “sys” resources which indicates time

spent processing data in kernel space. As on the transmit path, this includes running the
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virtualization layer KVM and processing interrupts in the two previously introduced kernel-
based worker threads. On top of that there are further 71% CPU load for running guest code
which can be accounted to the native ixgbevf driver and the TCP network stack running in
the virtual machine processing packets. The ixgbevf driver uses a mix of interrupt-based
notification and polling on the receive path, as most new Linux network device drivers do.
The Linux kernel provides an API for combining interrupts with polling on the receive path
which is called NAPI (New API). The idea is that, by default, a device generates interrupts
when incoming data has arrived that needs processing by the device driver. However, when
too many interrupts are generated (which put a high load on the CPU), then the driver
switches off interrupt generation on the device and changes into a polling mode. Polling is
typically more efficient when there is a lot of data coming in. Once all data has been
processed and there is not enough incoming bulk data to handle, the driver switches off
polling mode and enables interrupts on the device again. It has been shown, for example in
(Salah and Qahtan 2008), that this combination of interrupt-based notification and polling
on the receive path achieves more efficient overall system performance by using less CPU
resources during high-volume data transfers. All three evaluated approaches take advantage
of the Linux NAPI infrastructure. The ixgbevf driver additionally implements a proprietary
interrupt mitigation mechanism: it runs a timer constantly checking on hardware-based
packet counters and the number of generated interrupts, and it changes the rate of
interrupt generation on the device accordingly. For example, when the device is receiving a
lot of bulk data, then it switches to a lower rate for interrupt generation. A lower rate is
more efficient by creating less work on the CPU, but, on the other hand, it increases latency.
For our TCP bulk data tests, the ixgbevf driver would mainly use polling, as virtio and also the
NAE prototype guest OS driver do as well. However, due to head-of-line blocking issues in

our configuration, the driver frequently switches back to interrupt-based notification when it
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has processed all packets in the circular buffer and waits for the network stack to process
TCP connections.

The NAE prototype uses about the same amount of CPU resources while running guest code:
the “guest” mode uses about 71%. As with the native ixgbevf driver, this mainly accounts for
packet processing in the guest OS device driver and TCP connection processing in the user
virtual machine’s network stack. NAE only uses 6% of “sys” resources which is significantly
lower kernel space processing than the PCI pass-through approach. This shows that on the
data path the NAE architecture only imposes very little overhead in the network control
domain (this is true for both the receive path and the transmit path), and the majority of the
processing overhead can be accounted to the user virtual machine. This significantly
simplifies accounting of CPU resources to virtual machines which makes it easier to
implement Quality-of-Service policies on virtualized systems.

virtio shows the biggest overhead on the receive path. virtio uses 22% CPU utilization when
running guest code, which is the lowest out of all three approaches, and about 44% CPU
utilization when running kernel space code, which is the highest out of all approaches. As on
the transmit path, packets received from the network need to be processed by the physical
device driver in the network control domain at first, then they are passed to the kernel-
based Linux bridge and then to the tap device which then sends packets up to the QEMU
virtio device model running within the gemu-io-thread which then finally transmits packets
to the user virtual machine. User space processing consumes 30% CPU utilization as shown
in Figure 15 which indicates major overhead from running the gemu-io-thread. As on the
transmit path, virtio shows again significant time spent in software interrupt context: on the
receive path that shows as about 28% of CPU utilization which comes from significant

overhead of processing occurring in the network control domain’s network stack.
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6.4.3. Latency

Latency results are shown in Figure 27 and Figure 28. The results here indicate latency
incurred on the network I/O path of the virtualized system on nae-server-1 - this is where
the three approaches differ when processing packets. Figure 27 shows latency
measurements when sending packets while Figure 28 shows latency when receiving packets.
In both cases, the NAE prototype implementation shows the lowest latency which indicates
that the event notification mechanism of the NAE architecture is most efficient. Higher
latency for the PCI pass-through implementation shows that the routing of interrupts from
I/O devices to virtual machines is not ideal in today’s most commonly used I/O device
virtualization approach. For the NAE prototype, on the other hand, the achieved low latency
numbers reveal that packet processing is fast and efficient. This proves that, even when
generalizing the data path and deploying the NAE framework on non-optimized hardware,
we can create a well-performing network 1/0 path to and from the virtual machine. The fast
buffer re-fill / polling mechanism implemented as part of the NAE prototype probably

contributes positively to our solution’s low latency figures.

Latency on TXin ms

0.7
0.6
0.5
0.4
0.3
0.2
0 |

min avg max mdev

B PCIPT 0.089 0.1605 0.221 0.032

M virtio 0.1945 0.3575 0.4645 0.038

NAE 0.0855 0.128 0.6325 0.065

Figure 27 Latency on TX

As illustrated in Figure 27, virtio shows by far the highest average latency on the transmit

path. The average round trip time is more than twice as high as when running the PCl pass-
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through configuration, and nearly three times as high as when running the NAE prototype.
virtio packet processing involves a significant number of components running in the network
control domain, ranging from the device driver of the real 1/O device, the Linux bridge, the
tap device and the virtio QEMU device model. Having a larger number of components in the
I/0 path introduces latency. On top of this, the repeated context switches between user
space and kernel space are also costly and therefore add to the delay on the 1/O path. In
these tests it seems unexpected that the NAE prototype actually shows the highest
maximum latency. It is expected that this maximum value is not significant and is a result of
a random single high latency measurement experienced during tests.

On the receive path, the NAE architecture shows 0.1695ms latency on average which is the
lowest of all approaches, while PCl pass-through shows 0.291ms latency on average. virtio
recorded a latency of 0.634ms. Here, as on the transmit path, the latency is introduced by
having a larger number of packet processing components on the data path in the network

control domain.
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Furthermore, on the receive path, virtio uses the Linux eventfd mechanism when the virtio

QEMU device model wants to indicate to the virtual machine that new data (for example,
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incoming network packets) has arrived which needs processing by the guest OS. Here the
virtio QEMU device model running in user space uses an allocated event file descriptor
(eventfd) to send a notification to KVM that an interrupt needs to be injected into the virtual
machine. eventfd is a generic Linux user space to kernel space communication mechanism.
The eventfd is processed by KVM using kernel-based worker threads. In summary, packet
data is moved all the way from kernel space to user space and to the virtual machine, and an
event notification then populates from user space to kernel space and then to the virtual
machine. This process introduces a significant amount of delay for packet delivery. The
analysis of latency in the virtio configuration clearly shows that a more direct 1/O path
between the network hardware and the virtual machine is required.

In summary our performance evaluation covers thorough tests of the two most important
network metrics: throughput and latency. With these two metrics it is possible to derive how
more complex applications running on a virtualized infrastructure using the presented
approaches would perform. As indicated previously, the virtual data path can potentially be
enhanced with more application-specific features to improve the performance of particular
applications — even though that applies to all three presented approaches and therefore is
not a great differentiator for any of the solutions. We have done a large enough number of
test runs for all approaches to be confident of the reported performance numbers. The
recorded values were stable and the environment was sufficiently restricted and the setup
was simple. It is expected that a real world deployment will be more complex and potentially
experience more challenges that we have not covered in our tests. However, we believe that
the tests we have presented in this thesis are close enough to potential real world use cases
to give a good first evaluation of the potential of the NAE 1/O architecture and demonstrate
that it can reach the performance of purely hardware-based direct device assignment

mechanisms whilst maintaining hardware independence.
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7. Contributions

In this work we have presented a new virtual I/O architecture spanning the complete system
infrastructure. We have provided an 1/O architecture covering enhancements to all critical
components involved in processing network 1/0 on a virtualized platform. In particular, we
proposed APIs for the hypervisor, the network control domain, the underlying network
hardware and the guest operating system. The design of such a complete architecture that
allows the implementation of an efficient virtualized 1/O path is an important value-add for
cloud infrastructure providers. The concept and design principles we have presented in this
thesis help to emphasise that various system components need to be optimized in order to
provide good 1/O performance while providing a vendor-independent and device-
independent interface to the virtual machine. Furthermore our work presented in this thesis
makes clear that improving 1/O virtualization needs to be looked at from an architecture
point-of-view in order to enable an ideal solution. The ideal virtual 1/O path demands the
development of a new system architecture.

We have developed the complete virtualized system architecture in a prototype
implementation. We did not implement a software-based virtual data path, but we
implemented the hardware-based virtual data path, consisting of the complete I/O path
from the network hardware, the hypervisor components, the network control domain
components (vendor-specific control code and virtual device emulation), to the virtual
machine including virtual machine device drivers. We implemented a complete hardware-
based virtual data path and a complete software-based virtual control path. As explained
previously, this is the most ideal configuration set-up a VM can get, because it provides good
performance whilst maintaining independence of hardware device specifics. The
implementation covering the complete virtual I/O path taking advantage of hardware-based
acceleration capabilities is a significant contribution in itself, because it shows that such an

I/0 architecture can be implemented — even on current hardware not optimized for our
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solution. The implementation furthermore allows evaluating the performance of our
proposed approach and it allows estimating the required effort for network hardware
vendors and system software developers to adopt our I/O architecture. Hence it is a
significant contribution that needs to be recognized as one of the biggest and most time-
consuming contributions of this thesis.

As part of this research work we have developed a simple, but very important, concept to be
applied to virtualized network 1/O: the separation of information flow into the two
categories ‘data’ and ‘control’. This concept itself is not new. But there exists no previous
work that applies this principle as a fundamental and architectural building block on
virtualized platforms and uses it consistently throughout the whole system. This separation
of information flow is very important and leads to another contribution of our work: we
create a virtualized I/O data path that can access a variety of network devices whilst
providing a unified, generic I/O interface to virtual machines. The separation of information
flow is significant in this context, because it allows the creation of a very narrow 1I/O
interface that can be unified across different hardware devices more easily. The wider the
interface, the harder it is to unify. This is simply because different features are implemented
differently by hardware vendors. The analysis of the control path, which can be very
complex, has shown this.

In this context, the most relevant engineering task of this work has been to find out exactly
what is required on the I/O data path in order to transfer data between network hardware
and virtual machines. This should be the minimum set of functions and data structures that
need to be implemented to provide a well-performing virtual data path. We have shown
that this minimum set can be unified across different vendors and different devices. In fact,
as shown in our hardware evaluation, most vendors already implement this minimal set in
the same way, or at least very similarly. This makes it very simple for us to provide a unified,

generalized I/O data path running efficiently on top of a variety of network hardware. The

145



exact composition of this minimal virtual data path is presented in section 5.5. The definition
of this minimal virtual data path is one of the major contributions of this work as it
demonstrates how simple it can be to provide an efficient I/O data path that is vendor-
independent and device-independent. It makes clear that it is realistic to build such an 1/O
architecture we propose, and the performance evaluation of our implementation shows that
it is also very competitive from a performance point-of-view.

In this thesis we present an I/O virtualization framework that introduces changes to various
components of the system architecture. If one wants to go ahead and implement a
virtualized platform according to the complete Network Acceleration Engine I/O framework,
then hardware and system software interfaces have to be adapted to conform to the
principles we described above.

First of all, network hardware vendors potentially need to change how they design their
devices in terms of allowing clear partitioning of device resources. In most cases, network
hardware is already fulfilling this requirement to a very large extent. For example, many
vendors already offer separate 1/0 channels (packet queues) that are designed to be usable
independently and in parallel. However, as we have shown in section 4, many vendors have
not implemented data path resources with sufficient isolation to be used in a virtualized
system. Separation at hardware level is very important for critical data path resources,
because they need to be made accessible directly to (untrusted) user virtual machines, so
that the virtual data path can provide maximum performance through hardware
acceleration. In summary, we can conclude that minor, but critical, changes have to be made
to certain network devices in order to comply with the NAE API.

Secondly, the system architecture of a virtualized platform needs to be adapted to move
vendor-specific control code to a (managed) network control domain, so that user virtual
machines can run without any hardware dependency. Vendor-specific control code can

never be completely removed from the system — it is required for any real-world
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deployment. However, it is important to keep these pieces of control code out of the user
virtual machine, because only then we can fulfil the requirements of dynamic cloud
computing infrastructures. Vendor-specific control code already exists today (the “device
driver”), but the NAE framework makes it significantly simpler, because the data path code
sits in the user virtual machine. Furthermore, the NAE API puts vendor-specific control code
under a common management APl and integrates it more tightly with the virtualization layer
(e.g. the hypervisor).

Thirdly, an system complying with the NAE APl implements a software-based virtual data
path and a hardware-based virtual data path that can be switched on-the-fly and
transparently to the virtual machine. As mentioned previously, we define a very small set of
data structures and functions to realize a high-performance hardware-based virtual data
path. This is not only important for being able to unify the data path between different
network hardware, but it is also very beneficial for implementing an efficient software-based
virtual data path: the simplicity of our virtual data path design ensures that a virtual data
path can be implemented with little effort. This significantly contributes to a feasible
realization of our 1/O architecture. The small set of data structures and functions we defined
to develop a virtual data path furthermore allows smooth and efficient swapping of real
resources backing up the VDP. These can be software-based and hardware-based. The type
of data structures and functions we have selected to construct the VDP are generic enough
to be implemented by software and a wide set of hardware devices. What is most important
in this context is the fact that we have just a limited set of resources forming the virtual data
path: this means that switching between hardware-based and software-based resources is
reasonably simple, because only a small set of data (which has the same structure
independently of whether it is hold in hardware or in software) has to be managed during a

switch.
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The simple and clear interface of the virtual data path can also potentially be very significant
for virtual machine migration and its technical solution. We have not developed a working
prototype system implementing virtual machine migration, but we think that, because the
virtual data path only consists of a small set of data structures and functions, it can
potentially be moved to a different physical machine more easily. It should be feasible to
keep track of a small set of data structures and it should be efficient to migrate them across

to another system.
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8. Conclusion

8.1. Achievements

We have shown that it is possible to provide a generalized, hardware-accelerated virtual I/0
path that can match the performance of traditional direct device assighment approaches.
The benefit of our proposed NAE I/O path is that VMs can take advantage of hardware-
based network acceleration while maintaining sufficient hardware independence. Such a
flexible, generalized 1/O path design enables to offer important capabilities including
mobility and portability of VMs across a heterogeneous set of hardware platforms. This is a
critical solution enabler for cloud infrastructure providers working towards bringing HPC
applications into the cloud.

Apart from demonstrating the feasibility of implementing a high-performance 1/0 path, we
furthermore show that a common VDP design makes it possible to load-balance hardware
resources more dynamically as we can easily and smoothly switch between a hardware-
based VDP and a software-based VDP. No existing virtual 1/O architecture can offer such a
feature adding significant value to cloud environments where resources have to be
continuously balanced.

In the following we list the main achievements of our work and how it contributes to
advancing the state-of-the-art in the area of high-performance network 1/0 virtualization:

- We discovered and demonstrated that today’s network hardware is not fully
optimized yet for being used on virtualized systems. Our hardware design evaluation
shows how current network devices differ and where they lack sufficient support to
be used as network accelerator engines on virtualized systems within large-scale

infrastructures.
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- As a result of our evaluation, we outlined how hardware vendors can design
interfaces that are more suitable for virtualized systems. The proposed NAE
hardware APl enables more efficient partitioning and sharing of hardware resources
by providing a better suited hardware abstraction: we suggest modeling an |/O data
channel based on simple, device-independent DMA-capable circular buffers as the
main resource to provide a hardware-based, high-performance data path.

- We have developed a complete working prototype system implementing the NAE
I/O architecture on top of existing hardware and conducted an extensive
performance evaluation based on this prototype. The presented results show that
the proposed network acceleration engine architecture performs similarly to existing
direct I/O approaches, like PCl pass-through, and significantly better than existing,
purely software-based |/O approaches.

- Lastly, our research reveals challenges of using today’s hypervisor solutions for
efficiently virtualizing network I/O. Here, our proposed network acceleration engine
I/O architecture demonstrates that, in particular, it can be beneficial if the
hypervisor provides a more flexible way of handling interrupts and memory-mapped
I/O access to devices. While we implement these capabilities as an extension to the
existing Linux-based hypervisor KVM, it would be desirable that hypervisors offer
such a flexible virtual data path configuration as part of their core capabilities.
Overall, we also conclude that today’s hypervisors need to provide a more open,
standardized APl enabling other trusted, kernel-based components to get involved
on the I/0O path in an efficient manner.

The performance evaluation presented in the previous chapter outlined various aspects
about how to best design a virtualized network 1/O path in order to achieve high 1/O

performance. The major takeaways can be summarized with the following findings:
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Our proposed 1I/O architecture demonstrates that it can be more beneficial to
provide a more flexible way of handling interrupts and memory-mapped 1/O access
to devices. In particular, a more flexible and optimized feature configuration such as,
for example, interrupt handling and fast circular buffer re-fill which can be tuned for
each individual network device can significantly improve performance.

While allowing more flexibility on the virtual data path is a key design principle of
the network acceleration engine architecture, our performance evaluation
furthermore proves that efficient network processing requires a more direct 1/0
path between hardware and virtual machines. This is something that purely
software-based approaches cannot provide and therefore they struggle to keep up
with hardware-accelerated 1/O path designs. Ideally, the virtualized system
architecture needs to be able to provide as few components as possible on the 1/0
data path. This is particularly important when the application running inside the user
virtual machine requires low-latency networking. On top of that, the design of the
I/O data path needs to enable packet transmission and reception with as few
context switches as possible. This affects both types of context switches: (1)
between user space and kernel space, and (2) between network control domain and
user virtual machine — even though context switches of type (2) are significantly
more expensive than of type (1).

Even though we completely remove hardware dependencies from the virtual
machine, the main network processing overhead can be accounted to the virtual
machine itself, the device driver and the network stack running inside the user
virtual machine. For cloud computing infrastructures (or, in general, for multi-tenant
platforms running over a shared physical infrastructure) it is very important that the
utilization of compute resources can be clearly accounted for and charged to the

correct individual user. The more processing happens inside the network control
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domain, where resources are shared, the more difficult it is to clearly separate out
which virtual machine needs to be charged for using CPU and memory resources.
For example, when network processing happens in the Linux bridge in the network
control domain, it is difficult to calculate how much time is spent on packet
forwarding for each open network connection. With the NAE architecture, on the
other hand, the majority of processing overhead is incurred inside the virtual
machine, and we can simply charge for time spent running the virtual machine plus
resources used on the real I/O device which is exposed to the virtual machine as
network accelerator. A design like this enables simple, fair resource sharing
algorithm on the virtualized system.
Overall, we believe that this work contributes significantly to enabling high-performance
network 1/O in virtualized, large-scale infrastructures. Our initial analysis revealed that
existing approaches which tie the virtual machine to a particular vendor-specific and device-
specific hardware interface are not suitable for large-scale cloud computing infrastructures.
In order to take full advantage of high-performance network 1/O devices in these
environments, a new approach needs to be designed and implemented. Our hardware and
system software analysis makes clear that there are flaws in both hardware interface and
system software design which result in a virtualized platform design where high-
performance 1/O devices can only be achieved when restricting virtual machine mobility and
portability. We have designed and implemented the network acceleration engine 1/0
architecture to overcome exactly these challenges. Our suggested new hardware API
provides unified access to a variety of network devices. We believe that with this work we
can significantly simplify the use of specialized, powerful network hardware across large-

scale, cloud-based environments.
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8.2. Future Work

While we implemented a complete system architecture enabling a vendor-independent
virtualized network 1/O path, we have not yet tackled the implementation of all hooks
required for virtual machine live migration. Our generalized, hardware-independent design
forms a major building block for virtual machine migration capabilities. However, there is
further work required, mainly in the NAE Guest APl and the NAE Network Control Domain
API, to allow taking a snapshot of the virtual device state at any time, move it across to a
new platform, and then be able to re-instantiate the virtual device again on the new
platform without losing any data that might be currently in flight as the virtual machine
might have several network connections open.

The performance evaluation we present is based on a platform running a single user virtual
machine, and it would be valuable to furthermore show how the proposed NAE 1/O
architecture performs when running multiple user virtual machines concurrently. We give
some indication of scalability already in our results section — the design is expected to scale
well over a larger number of user virtual machines sharing a fixed number of real /0 devices.
However, running performance tests over a larger-scale set up might reveal further
challenges in critical components like the hypervisor and potentially also the network control
domain’s operating system. Furthermore, real I/O devices might have scalability limitations
themselves when partitioning their resources that we have not yet shown in the evaluation
of our prototype.

We show the benefits of a hardware-accelerated virtual data path and a software-based
virtual control path. The proposed network acceleration engine APl design furthermore
covers running a software-based virtual data path and we describe a set of use cases
outlining why providing a software-based virtual data path is essential for deploying the NAE
framework in a real world scenario and in particular in large-scale cloud computing

infrastructures. In this context, one area requiring further research is the development of a
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set of policies which can be implemented in the network control domain in order to decide
whether a virtual machine gets a hardware-accelerated VDP or a software-based VDP. As
mentioned previously, one can think of a variety of policies based on fair sharing of available
hardware resources, or potentially users can be charged more for having a dedicated
hardware-accelerated VDP. Additionally, the implementation of fast switching between
software-based VDP and hardware-based VDP might bring up further challenges we have
not yet analyzed in detail. In particular, the actual VDP implementation needs to be
changeable while the user virtual machine has active network connections established. A
majority of the mechanisms used here will overlap with what is also required in order to
enable virtual machine live migration, as described above.

The work presented in this thesis focuses on network 1/0. We have, on purpose, kept such a
narrow focus in order to build an I/O path that is efficient and optimized for the traffic that is
passing through it. Also, such a narrow focus kept the implementation effort feasible and
made sure that we could sufficiently evaluate the performance of our new 1/O architecture.
However, for future investigations it would be interesting to see how the NAE I/0
architecture can be applied to other types of 1/O transfers like, for example, storage 1/O or
even graphics 1/0. It is expected that the data path of storage 1/O devices can be unified in
the same way as we have unified it across network devices. Unifying access to the data path
of graphics hardware might be harder to accomplish as hardware interfaces of graphics
devices are often proprietary and only closed-source software binaries are available to
access them. Each type of 1/O device will need a full hardware design analysis and a

feasibility study to demonstrate the applicability of something like the NAE 1/O architecture.
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